


Agenda

Predstaveni

Kyberneticka bezpecnost jako celek
Zdroje, procesy

» Technicke reseni




Legislativni ramce

Zakon 181/ 2014 Sb. a jeho provadéci vyhlaska 82 / 2018 Sbh.

0 kybernetické bezpecénosti a 0 zméné souvisejicich zakonu (zakon
o kybernetické bezpecnosti), vyhlaska o bezpecnostnich opatrenich,
kybernetickych bezpecnostnich incidentech, reaktivnich opatrenich,

nalezitostech podani v oblasti kybernetické bezpecnosti a likvidaci

dat (vyhlaska o kybernetické bezpecnosti)

Evropska smeérnice NIS2

smernici Evropského parlamentu a Rady o opatrenich k zajisténi
vysoké spolecné urovné kybernetické bezpecnosti v Unii, tzv.
smeérnice NIS2 a jeji nasledna transpozice do ceské legislativy
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Strategické cile MZ CR

Soustava strategickych cilu

GC1 Zavedeni Fizeni bezpe€nosti informaci jako mandatorniho procesu vsech
poskytovatelli zdravotnich sluzeb

GC2 Zajisténi minimalniho technického standardu kybernetické bezpecnosti
GC3 ZvysSovani bezpe€nostniho povedomi

GC4 Kyberneticka bezpecnost elektronického zdravotnictvi

GC5 Kyberneticka bezpeénost zdravotnickych prostredku r
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Fungujici ISMS

AV

Procesy
a
dokumentace
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Uzivatelskeé role

- Obsluhuijici Iekarsky personal
- Personal laboratori \
- Vyhodnocujici lekarsky personal

- Ostatni nelékarsky zdravotnicky personal
- Medicinsti inzenyfri

- Management
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Role a ulohy ICT

- ICT administratofri a sitovi spravci
- Implementace (Segmentace, integrace)
- Patchovani
- Zalohovani
- Provozni dokumentace
- DR plany

X ALEF



Role pracovniku kybernetické bezpecnosti

Bezpecnostni specialisté

- Procesy
-  Bezpecnostni dokumentace
- Pristupova opravnéni

- Definice bezpecnostnich procesu pro cely zivotni cyklus medicinskych a
laboratornich systému (onboarding zafizeni, udrzba, zalohovani, testovani, ...)

SOC
o, |l
- Proaktivni dohled *
I
- Auditing i‘\
- soC — 55..
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Dodavatelé

- HLD
- LLD

- Implementace

-  Provozne bezpec¢nostni dokumentace

- Servis a provozni podpora
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Dokumentace

Dodavatelské smlouvy
Auditni zpravy
Zpravy z testovani

Administrativni
dokumentace

-

Bezpecnostni dokumentace

Bezpecnostni politiky, smérnice, ...
Evidence aktiv

Analyza rizik

Plan zvladani rizik
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Bezpecnostni procesy

- Rizeni zmén

- Rizeni zranitelnosti
- Analyza rizik

- SOC Procesy

- Onboarding procesy



Onboarding zdravotnickych systému

Vedouci lékari a vedouci laboratori

Management nemocnice

Medicinsti inzenyri

Spravci ICT

 BezpecCnostni specialisté
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Technickeé prostredky

* Nastroj pro identifikaci, kategorizaci a ochranu
pripojenych sitovych zafizeni s dirazem na
zdravotnické systémy

* Nepretrzita detekce a online scan vulnerabilit
a overovani souladu s bezpecnostni praxi
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Motivace

e

Detekce
zranitelnosti a
reaktivni opatreni

AV

N

e
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AV

Hodnoceni rizik
a
prevence
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CyberMDX Core

CyberMDX Services

Architektura reseni (éb

O

Hranic¢ni Firewall — T T

CyberMDX Sonda

SPAN / Tap / Packet Broker

Servery
nemocnicnich
systéml

R
33333 B !

e
Core switch Da?\:\;i;:reove PAX Servery

2 AU
-0 o s

Kamery a dalsi Lékarské Lékarské Lékarské Kencelafska
loT zafizeni tablety pfistroje stanice PC

Pristupové
switche

IT Sluzby

< &) CyberMDX

A FORESCOUT COMPANY



Architektura reseni

« Pasivni system napojen na SPAN, Tap, ...
 HW, nebo virtualni sondy
Skalovatelnost — vice lokalit, jedna sprava

Vyhodnoceni pomoci Al v cloudoveé platforme i on-prem

< &) CyberMDX
A FORESCOUT COMPANY
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Klicove funkcionality

Dashboard At Stes MDefend Demo
Assets \ Assets With Highest Risk

8y Vendor Critical i . By Type

& Network ser.

Cyber Risks

Infusion Pump

Threats Over Time Vulnerability Cases

72
Total Cases

Smart Phons
ciaMachine

Set-TopBox

ces, device type, etc

E GEVCT

Quarantine Group ® View Traffic
@ Threats




Klicove funkcionality

 |nventarizace

* Rozc¢lenéni dle funkénich typu

* Dodrzovani standarduii a dobré praxe

Assets

38 Recently Discovered

1179
125

W 735

W 307

_ R

W 288

Medical Device

loMT

loT

User Endpoint

Server

Network Device

{

W 2643

Assets
2
VIANS

View all

Critical| 116

(High] 566

None| 543

Top Assets by Type

 Ildentifikace provoznich problému

& a10 IP Phone % 343 Infusion Pump
A H H s 176 Workstation 2 164 Patient Monitor
* Prehled h b telnost - e |
renie rozeb a zraniteinosti
130 Camera £ 118 Printer
=2 114 Pump Controller £ 112 Switch
Assets With ngheSt Risk e 112 Access Point ¥l 101 Syringe Pump
# 100 Respiratory Monitor g 82 Glucometer
By Vendor Critical High By Type Critical
e 72 Label Printer i 64 Smart Phone
BDI 429 114 =[] Pump Controller 114 114 22 5
& 64 Tablet 1 64 Terminal Server
Philips 117 1 4 £ Ultrasound 35 1
5 8 35 Ultrasound i» 32 Anesthesia Machine
GE 73 1 Ecr 1 1
Besiter 508 %) Infusion Pump 343 1w 32 Ventilator v 27 ECG
DigiBoard 32 2 2 Patient Monitor 164
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Inventarizace aktiv

<+ Ultrasound 09
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Asset Attributes /7

ategory

MAC

Asset Tag

riticality

FDA Classificatio

Last Seen

Tags /7

— Ultrasound
© 10.104.158.210

Site Hospital3

Quarantine Group

Medical Device

Ultrasound

Philips

EPIQ7C

6: Diagnostic - Other Physiological Menitoring
High

00:04:5F:9E:7C:09

Hospital3 > Floor 2 > Intensive Care Unit
444852609

P6003719

Critical

Class Il

08/25/2021 10:38

02/04/2021 03:49

[ 3ot Seectea | Wireiess J intemet Connected § Protocot: itp | Recat

 oPHi Sender Jl Protocot: smb J ePHi |l Protocot: dicom || +Requires Win7 ESU

Risk Assessment

94 (Grteal)

CMDX Score

Device

Take Action

M

4 Vulnerabilities

Software
Critical

Yes

All Device Level Network Level Perimeter Level

Change Configuration - S...
To Do v

Risk Reduction

1x

Network Context

VLAN

Subnet Name
Connection Type
Switch Port

Connected to SSID

Update Software
To Do v

Risk Reduction
ix

10.104.158.210
D
Hospital3

Wireless - IEEE 802.11

Clinical

/N\
LN
1 Threats
Mitigations
Yes
Managed ©
Yes
date OS - Windows 7
Update OS - W'sdows T >
To Do v
Risk Reduction
ix
MAC 00:04:5F.9E:7C:09
NIC Vendor AvalueTe

Binding Expiration Time

Binding Source

Authentication Algorithm

Connection Encryption Type
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Mapy komunikaci

<+ Ultrasound 09 Search devices, device type, etc b Last 30 Days -

Risk Criticality Critical = Site Hospital3 ~ Vendor Philips  Model EPIQ7C  Type Ultrasound 1P 10.104.158210 = MAC 00:04:5F:9E:7C:09
PACS_SERVER_3 b=

All Quarantine Group := Recommended ACLs ® View Traffic

=y www.iugertsodpifiaposdfi.. @

~

10.108.4.178

Upozornéni na
neocekavanou komunikaci

8 /

Ultrasound 09 /

0 dicom 1

0 smb 1 /

0 http 1T —
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Interaktivni navrhy opatreni

« Navrh remediace az na uroven

ACL a firewallovych pravidel

X ALEF

L: Block All Inbound Traffic

¥& Copy to clipboard

Blocklist

Network Level Disabled

Description

Blocklist policies are pre-defined ACLs that are designed to mitigate the most common vulnerabilities by blocking their abusing ports.
The policies are meant to protect assets and reduce their attack surface without interfering with their normal, intended functionality

Blocklist Policies

nbound Traffic 1x [High| +4More

Block inbound traffic on the following protocols/ports

Allinbound TCP | rdp (UDP/ 3339

ViewACL

Affected Risks

Name Severity

[ High|

Block Worm.

1x | Hi +4 More
Ports [ High

1x [High| +4More

Block Wormable, Management and D

o Ports excluding RDP & SO

1x [High| +4More

Allinbound TCP

16

12

BAAAAE

Confidence

& None

& None

& None

Cancel




Vytizeni kapacit zdravotnickych zarizeni

Biomed Insights

A~

Imaging Studies

s A

Date Captured Referring Physi
2/29/2020  3/30/2020 Al Al

0

Studies by Area of Body




Komu je systéem urcen?

* ICT —technici a pracovnici provoznich dohledi

* Informacni bezpe¢nost a zaméstnanci bezpecénostnich
dohledd, SOC teamy

« Biomedicinsti inzenyfi a pracovnici udrzby zdravotnickych
zarizeni a systému

« Management nemocnice a vedeni Iékarské péce

 Pacienti
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Integrace

Carbon Black.

\GROWDSTRIKE @ Qualys. : = | St R & Gheck ot
Q) FIREEYE

RAPIDR I
I McAfee

Q) FIREeYE F::RTINET
@ Symantec O tenable % paloalto

VA

€ CYBERARK'

EPP/EDR ATD

servicenow

arvba

— “ BlackBerry. L~
Active Directory CYLANCE. Cherwe“

Enterprise company

el 80 efficient P

; Microsoft
ManageEngln@ - Intune

Fi:RTINET @ O GoogleCloud 2 jamf
==

PagerDuty

9 Prometheus ol SIC'Ck

0w
GlobalProtect

BWVECTRA

CONNECT APPS
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Co systéem prinasi?

Ochrana dat
pacientu
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* Prostor pro dotazy a diskuzl
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Dekuji za pozornost

Tomas Poledno
+420 724 815 483

CompTIA Secutity+
ISO27001 Lead Auditor
1ISO27001 Lead Implementer


mailto:tomas.poledno@alef.com

