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Evidence of App Safety

App and API security SDK
for FinTechs

e Ensure OWASP compliance
e Anti- fraud, reverse engineering and App cloning

e Anti- App impersonation for API



In-App P
Protection
SDK

Keep your application, business and customers secure with
complete in-app and API protection SDK. Using multi-layered
approach Talsec SDK combats reverse engineering, app

cloning/republishing, rooting, API abuse, Frida hooking, MitM, and @

much more. Available for iOS, Android and Flutter apps.
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SDKs to WIN TIME

n Overlay , Reverse : e
_J Tampering = Attacks ) Eninacris 2 Root/Jailbreak , Code Injection

e Prepare to Pentesting

e Mitigate mobile cyber fraud
e Comply with Regulations and OWASP

Supported Platforms
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It is easy to

complicate
and

hard to simplify




Talsec is good in not-doing things

Not really... But this
where the light is?




First and only freemium RASP SDK

O Search or jump to...

H talsec/ Free-RASP-Community
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OWASP TOPI10

“Hot” attacks

Talsec App Talsec App
Talsec Hardening Talsec Hardening
Mobile OWASP top 10 Talsec RASP  |AppiCrypt Suite Fraudsters Attack vectors Talsec RASP  |AppiCrypt Suite
Session hijacking
M1: Improper Platform Usage Solves
Man in the middle
M2: Insecure Data Storage Solves
SIM swapping
M3: Insecure Communication Sol Helps
olves APl-abuse Solves
M4: Insecure Authentication JSON injections Solves
M5: Insufficient Cryptography Fraudulent Apps (malware) Helps Helps
Untrusted install sources Solves
M6: Insecure Authorization
M7: Client Code Quality
M8: Code Tampering
Solves Solves D l I l H S p
M9: Reverse Engineering ®
Solves Solves

M10: Extraneous Functionality




Easy to use SDKs
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with OWASP and Regulations
Analytics, Audit & Visualization

- ‘ RASP App protection & Monitoring

2
AP|

for Mobile solution. Simple App integrity and device authorization
anti- APl abuse

‘ AppiCrypt® for API protection

TIS pinning
(Strings Enc, Assets Data Protection, E2EE)

App Hardening Suite
]



.RASP: '
t.RASP: Runtime App Self Protection

anti-

Reverse Engineering and Malware attacks

Audit & Monitoring signals 1o

database Of SIEM

solutions by MONET +



T.RASP - Runtime App Self Protection and Monitoring

RASP protection 'ﬁ'

_______

) Resilience towards reverse eng. Back d
) Detect Rooting / JB, hooking,... : ack-en
) Anti-cloning & anti-repackaging
A Anti-overlay and more... :
App '’ App can handle incidents : s 0 :
3 0 —
Handling of
incident reactions -
Data Portal
Insights,

Runtime App Self
Protection SDK

Monitoring

Threat
signals




Auditing,
Monitoring,
Data for SIEM
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Android - active devices
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App Security Dashboard

iOS - active devices
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@ Root/Jailbreak 0.31%

Root/Jailbreak

Applications are sandboxed by default, which
means that the application is executed in its
own isolated environment. Rooting/jailbreaking
is a technique of acquirement of privileged
access, whilst posing a threat to either
applications or the operating system.

Average number of compromised devices per
time bucket: 108 (0.351%)

Total number of compromised devices: 1314
(0.386%)
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20210529 00:00

® Tamper/Signature  0.00%

2021-06-15 00:00

2021-06-11 00:00

2021-06-030000  2021-06-07 00:00

per 12 hours

0.06%
0.01%

© Debugger
® Emulator/Simulator

@ Hook/runtimeManipula... 0.08%
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per 12 hours

Tamper/Cloning

Using freely available tools, every application
can be modified and then re-signed. This
process is known as application repackaging.
There are many reasons for modifying an
application, for example addition of new code,
disabling the application licence or protection.

Average number of compromised devices per
time bucket: 2 (0.005%)

Total number of compromised devices: 45
(0.013%)

Reverse engineering
attempts

Individual attacker can use various techniques
to gain intelligence about the application. Those
techniques include attaching a debuuger, using
emulator with the intention of dynamic
behaviour analysis, or hooking the application
via well known hooking frameworks like Frida,
Substrate, or Xposed.

Average number of compromised devices per
time bucket: 39 (0.13%)

Total number of compromised devices: 815
(0.239%)



AppiCrypt® proof of App integrity for back-ends

App

App logic

AppiCrypt &
RASP

(device identity &
threat flags)

Easy to implement

! - Online App security state evidence
1 : -
/ - API can refuse calls w/o cryptogram : Back-end
’ - Harder to fake by Reverse Eng. '

- Simpler to use than Attestation

Application
logic
(or APl gateway)

App Integrity

cryptogram
Check Device
Identity and
Threat Flags
"‘ t'Appicrypt® 1 Script example
v _ _ _ _l - Cryptogram include Device identity, 1 to

decrypt

security state, transaction context
- Asymmetric crypto based
- Solves SafetyNet limitations




API protection challenge

Salt customer data

Growth in API call volume vs. malicious traffic

*Salt Security Report (Q3 2021)



Botnets

Scripts

Manual API-
abuse

Session hijacking

DDoS attacks

Legitimate apps
protected with
Talsec

App clones
Tampered apps
Alt-stores

Malwares
Rooted devices
Overlay

Screen Readers
Emulators

Valid Apps

elellel

n Legit API calls

App Integrity
cryptogram

Back-end

Application
[ele]le
(or Gateway )

Check App
Integrity and
threat flags




Talsec Hardening SDK

e Dynamic TLS Pinning
e App Data Encryption
o App Strings encryption (e.g. API keys, endpoints )
o Local data encryption (e.g. shared preferences, App assets )

o Application layer E2E encryption (light)
Encryption & Decryption
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App Safety Subscription

Penetration testing of your App

penetration testing with tool like Kryptowire
exercise with Talsec playbook and OWASP
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with OWASP and Regulations
Analytics, Audit & Visualization

T
S}

- ‘ App protection by RASP & Monitoring

2
API

for Mobile solution. Simple App integrity and device authorization
anti- API abuse

‘ API protection by AppiCrypt®

TIS pinning
(Strings Enc, Assets Data Protection, E2EE)

App Hardening Suite
]



Contact Details

http://talsec.app



Apps are vulnerable by design to Reverse Engineering

Reverse

Engineering




Android OS security Controls

Vulnerabilities detected in FinTech App by RASP SDK

PAOY

Screen Lock is not activated

38%
CEEEBBTBEELEE
$EEBBBELEEELEE
SEEBBETLEREE
6ee88BELe

Biometrics is not activated



Android OS security Controls

Vulnerabilities detected in FinTech App by RASP SDK

P 15%
P 14%

No HW backed keystore

Google Mobile services disabled
Google Play Verify Apps disabled
App is side loaded or Alt Store
Rooted device

App is running in Emulator

Hooking framework detected

1.1%
1%
0.3%
0.02%
0.02%



App Security visualization Widget
(cybeTribe App)

CybeTribe (=
Simple security advice

Ahead iTec

Available on the iPhone

App Store

Q@ ® LTE 4 0100%

Protection Status

Medium Risk

®

High Risk

It's bad

Sadly we found multiple issues that put you at risk.
Check out the results below and see what you can
do to improve your safety.

Device Security

Biometrics

X Passcode

Protection Status

. 12:00 ® LTE 4 B100%

. 12:00 ® LTE 4 B100%

Ten Commandments ® Report Attack ®

Have you encountered something
suspicious?

Notify security experts. They can provide

advice on what is safe and alert other users.
Top Ten Tips P
info@talsec.app

Type
Hacked account

Issue
| think that my account has been

hacked. There are published stories, X
which | did not write.

By submitting your suspicions, you can really help. Thanks to
timely reporting, potential threats can be suppressed in their
infancy.

Sub

Ten Commandments



https://apps.apple.com/sk/app/cybetribe/id1584138816?l=en

Protection and Monitoring for
Android POS and Kiosk

Malicious

calls

Your Back-end

Android POS / Kiosk

P

3rd party Apps Your App

OEM Apps

AR

\

Application
logic

Whitelisted Apps

Malicious
traffic
Monitoring

Talsec Traffic

Whitelisted end-points
T Legit end-
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