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Why sign electronically?

Paperless
(digitization)

Cost reduction
Easy data transfer
Electronic archive

Process automation

Consent record [
non-repudiation of liability

Expression of Will

Data integrity

Exposing the falsetto /
fraud detection

Timestamp
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REMOTE electronic sighature

« Key + certificate on the server
 Distribution of the authorisation tool
« Automatic certificate issuance
 Trust in the provider

. Suitable for mobiles [ biometrics
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Credibility of remote signature

 Expression of the user's will

« Misuse prevention
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System tech solution Holder's level of control over key
e Standards, regulation, legislation e Onboarding, identity verification
e Key protection including access e I|dentification tool activation

e Connection to CA e Authentication / authorization



Holder's level of control over the signature key

SCALI

Sole control assurance level 1

Low level of trust in the signer's
control over the signing key

Use of key based on user
authentication

Low assurance level electronic
identification tools

1-factor authentication possible

SCAL2

Sole control assurance level 2

High level of trust in the signer's
control over the signing key

Use of a key based on
cryptographically secure dataq,
authorized by the signer

Hardware Signing Key Security (HSM)

“Substantial” level of assurance
electronic identification tool

At least 2-factor authentication
+ dynamic authentication




Remote signing - system architecture (SCAL2)
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Signature flow

é& Signed and all signatures are valid.

Zmeélik Jifi

CN=Zmelik Jifi
0.9.234219200300.100.125=cz
0.9.234219200300.100.1.25=monetplus
25 41=0U VAU

RSA/2048 bits

Dear Sir or Madam,

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Etiam quis quam. Sus-

pendisse nisl. Duis condimentum augue id magna semper rutrum. Duis risus. Ali- :

quam erat volutpat. Duis viverra diam non justo. Etiam quis quam. Maecenas lorem. ‘ success !
Aliquam in lorem sit amet leo accumsan lacinia. Fusce consectetuer risus a nunc.
Duis viverra diam non justo. Pellentesque ipsum. Aliquam in lorem sit amet leo ac-
cumsan lacinia. Fusce tellus odio, dapibus id fermentum quis, suscipit id erat. Mauris
suscipit, ligula sit amet pharetra semper, nibh ante cursus purus, vel sagittis velit
mauris vel metus. Fusce tellus odio, dapibus id fermentum quis, suscipit id erat. Inte-
ger imperdiet lectus quis justo. Phasellus rhoncus. In dapibus augue non sapien.

Request confirmed successfully

Aliquam erat volutpat. Integer imperdiet lectus quis justo. Integer tempor. Fusce dui
leo, imperdiet in, aliquam sit amet, feugiat eu, orci. Nulla non lectus sed nisl molestie




Sighed data - formats

File type: Signature type:
e PDF (PAJES) e Level B-B
e CMS (CAdES) o Signature with certificate
e XML (XAJES) e Lebel B-T
e Sets of documents (ASiC) o Same + timestamp)
e Level B-LT

o Same + CA certificates, CRL



Remote signing (integration) - modular solution by Monet+

Remote Signing
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Advanced or Qualified sighature?

Advanced el. signhature

Closed ecosystem (signing within
organization)

No implementation standards??
SCALI nebo SCAL2

Key protection - HSM recommended
On-premise possible

No audit required

Non-qualified CA & certificates
Choice of tool and identification
mechanism

Contract-based trust

Qualified el. sighature

Signing beyond organization
ecosystem, Public Administration
Mandatory standards compliance
SCAL2 only

Key protection - in certified QSCD HSM
Operated by a qualified TSP

Audit according to elDAS

Qualified CA & certificates
Specification of tool and identification
mechanism

Legislation-based trust




Monet+ Remote Sighing Ecosystem

Remote Sighing Authorization Service
o sModte SIS G A
Time Stamping Public Key
Authority (TSA) Infrastructure
Time Stampin Time Stamping

Authority (TSA Unit (TSU) HSM



Monet+ Remote Sign

A-OIT

Certified by ASIT

€

ENTRUST

SECURING A WORLD IN MOTION

Entrust N-Shield XC HSM

Trusted List

ETSI7T__ )
D

ETSI Plugtests



https://www.a-sit.at/en/secure-information-technology-center-austria/
https://www.entrust.com/products/hsm
https://eidas.ec.europa.eu/efda/browse/notification/qscd-sscd
https://signature-plugtests.etsi.org/pub/index.php
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Main changes in remote signature (eIDAS1vs elDAS2)

« Identifikace [ autentizace prostfednictvim penézenky digit. identity

o Cl.3 bod 16: Sprava prostiedki pro vytvéareni el.podpist na dalku,
noveé jako sluzba vytvarejici duvéru

» Novy él. 23a) s def. prostiedku pro vytvareni kval.podpisi na dalku

o Cl. 24 - zména pozadavkl na ovéFeni identity Zadatele o kval.certifikat
. Zpfisnéni ozndmenych prostfedkt a zména pofadi zpusobu ovérfeni

e Cl. 29, 1a) Kliée pro vytvareni kval.podpisi mliZe spravovat pouze
kvalifikovany poskytovatel (poskytujici pfislu§nou sluzbu - viz vyse)

e Cl.29a) Pozadavky na kval. sluzbu spravy prostfedkt pro vytvéareni

el.podpisu na dalku
- Do 12 mésicu budou stanoveny normy pro hodnoceni shody

o Certifikace QSCD platna 5 let (kaZdé 2 roky hodnoceni zranitelnosti)



Formaty podepsanych dat
(Advanced Electronic Signatures)
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https://signature-plugtests.etsi.org/pub/index.php

