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O cem to bude?

Technicka infrastruktura pro ZoKB / NIS2
Obecny koncept technologické architektury pro pokryti tech. opatreni ZokB

Zero Trust
Vysvétleni zakladnich principd Zero Trust Architektury

Jak reSit Zero Trust na urovni sité
Predstaveni platformy GoodAccess
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Technicka infrastruktura pro ZoKB

(z pohledu malych a stfednich podnikd)

MSSP (Managed Security Services)
Analyza rizik, ISMS, Procesy, Manazer Kybernetické Bezpecnosti

é )
Endpoint Security (EDR) Zero Trust Network Identita (IAM / IDM)
Ochrana zafizeni zaméstnance Bezpecna sit - perimetr, Digitalni identita zameéstnance
Antivirus, Detekce a Reakce na hrozby Vzdaleny pfistup, Rizeni pFistupu, Vicefaktorova Autentizace (MFA)
Detekce a reakce na hrozby
\

!

Security Information and

Event Management (SIEM)
Sbér, korelace a vyhodnoceni logl Backup

Detekce a reakce na anomalie (XDR) Zalohovani a obnoveni
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Novy svet

55%

Zaméstnancl
pracuje vice
vzdalené nez z
kancelare

32%

Zameéstnancl by
zmenilo praci
pokud by nemohli
pracovat na
dalku

Source: Owl labs, 2021 & 2022
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Zero Trust

Proc?

Plna kontrola

Plna auditovatelnost
Vyrazne vyssi bezpecnost
Minimalizace rizik

Nikdy nevér, vzdy oveér

e Kdo a kdy vstupuje?
e Co tam dela?
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Bezpecné prostredi

ochrana proti vnéj§im atokum

Firemni budova
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Zero-Trust Network Perimeter (SDP)
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Ovéreni identity

ochrana proti kradezi identity

Ovéreni identity . Multi-factor Authentication (MFA / SSO)
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Rizeni pFistupu

redukce prostoru k utoku - segmentace

Pristupoveé karty Virtual Access Cards (FWaaS)
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Bezpecnostni politiky

ochrana proti utoku zevnit¥

Threat Blocker / Device Health Check /
Anomaly Detection

Detektor kovui / bezpeénostni kamery

_‘ﬁ/&
S
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Evidence

pro potreby compliance

Navstéevni kniha

12308m
0y Al s

) GoodAccess
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Zero Trust Sit

SASE (Secure Access Service Edge)
SDP (Software-Defined Perimeter)
ZTNA (Zero Trust Network Access)

cl"”d

) GoodAccess



https://www.goodaccess.com
https://www.goodaccess.com/nis2-compliance
https://www.goodaccess.com/gdpr-compliance
https://www.goodaccess.com/hipaa-compliance
https://www.goodaccess.com/soc2-compliance
https://www.goodaccess.com/iso-compliance
https://www.goodaccess.com

@ GoodAccess

Members Systems

283 e

Platforma |
GoodAccess B

9-16 August
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Downicad et _

Integrations.

System shortcuts
]
<
Dev Server o8

o

* ¥ ox
NIS2
READY.

AICPA),  GDPR .
soc)l g ‘

P


https://www.goodaccess.com
https://www.goodaccess.com/nis2-compliance
https://www.goodaccess.com/gdpr-compliance
https://www.goodaccess.com/hipaa-compliance
https://www.goodaccess.com/soc2-compliance
https://www.goodaccess.com/iso-compliance

Cloud-Based SaaS platform

Redeni kombinovana v jediné platformé:

Software-Defined Network Perimeter (SDP)
Zero Trust Network Access (ZTNA) ) . Ty
Device Management and Device Posture Check ..

Network Segmentation _
Identity based Access Control (IAM) - } e
Multi-Factor Authentication (8SO/MFA) on network
level | 16 &
Phishing Protection (DNS & Filtering) e Val

e Security Logs and Reports T®

) GoodAccess
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Plna kontrola v jedne platforme

= A
GoodAccess je SaaS - Zero Trust Network -
as a Service - platforma, ktera organizacim m— p A a)
snadno umozni prejit na zero trust
architekturu bez zasadnich zasaht do P =
stavajici infrastruktury. e - ®

Members (36) Systems (13)

i ome £a QGG wA®BOLE -

0 Gateways e Blocked threats © Usage by time B Usage by data

L u

\.’

X I Snadna sprava

3 Snadné nasazeni (hodiny/dny)

J = Snadné pouziti pro zaméstnance E

Invite Andrea +
andrea@goodaccess.com
o) ' William was added to access control ﬁ
V 4
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SASE / ZTNA

Zero Trust Architektura

Topologicky pohled
IA @ IP whitelisting
aws ‘ I

Camera
in the HQ

House control
in branch office

IPSec Tunnels

Cloud Gateways with
dedicated static IPs

v Internet

Michal - CEO o o Jiri - Developer
- ” -

[ .

ZEN
) GoodAccess Artur - Salesperson @ @

et ~ IPSec Tunnel
MySQL DB V
in AWS
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SaaS aws Cloud

SASE I ZTNA salesforce A 3

Zero Trust Architecture
Geograficky pohled
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Snad né nasazeni do stavajici infrastruktury

Krok za krokem

1. Identity - zaméstnanci G 2 o Bl

Identity Provider IAM / MFA / SSO / SCIM -+ SAML compatible

2. Kritickeé systémy
Network Segmentation - Define critical systems and it’s
network location

3. SASE / ZTNA infrastruktura
Gateways, Clouds & Branches (On-Premise), IP Whitelisting

4. Pristupy a bezpecnostni politiky, napojeni na SIEM
Access Cards for Users & Groups, Device Posture Check policies

) GoodAccess
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TEAM NAME

(x) GoodAccess
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o emo e (})m}p/ta:\y ¥, |#2 Dashboard - RemoteCompany

| |~ Dashboard

Gateways 2/0 Members
Q Gateways Ed » T - T Y
= 1= dok . b

an Members
= Systems

}J Clouds & Branches
Blocked threats >

B8 Access Control

Live

20 Secure Shield

= Access Logs O Device health issues v

By Settings v

& Download app Your team is connecting from 12 locations

Greenland

| Map Satellite

Finland

See How it Works

Iceland Sweden

/ b Canada g b

i Germany » « Ukraine
France -

Spain Ialy,

North United States

ate Free Account ek il ‘3"3

Mexico,
ocumentati

Tarkiy
Algeria | |pya  EGYP
Mali | Niger Sudan

Venezuela: s Ethi
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Finder File Edit View Go Window Help

Connected: CZ Prague

Disconnect: CZ Prague
Connect: Backup DE GW
Connect: US San Francisco
Connect: SG Singapore

Show App

GoodAccess Quit App

Home CZ Prague
> IP 176:102.64180

Systems
Profile

Settings

® Threat Blocker @ Network Encryption
System Shortcuts

= = gl < 5|
Albert S... Chartm... CRM Custom...

%) GoodAccess

GoodAccess o
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7) GoodAccess

TEAM NAME

e RemoteCompany
ENTERPRISE - 12M

[ |~ Dashboard
595 Network
25 Members

I8 Devices

&= Systems

A» Access Control
|= Security Logs

By Settings

& Download app

v

«

|~ Dashboard - RemoteCompany

Gateways

=4y
‘E*-i-j
S—al L2

N O

ited

) GoodAccess

Blocked threats

Device security risks

2/0 Members

i'u' é/é/ P /" A/ .
B(A(R(B(R(s(+

526h 24m

Duration

Your team is connecting from 13 locations

9/20

Systems

Hello

Michal Cizek

13-16 May (a7

(@ +)

721.34GB

Data encrypted

Most active users
£ Michal Cizek 46h 29min
- e =
Pis Jiri Hromadka 44h 6min
i Jonathan Balasabas 29h 3min
’:‘ Eva Hisemova 25h 38min
2 Arturkane 24h 58min
Most common OS

- Y&

W54 790 \Mindawie
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TEAM NAME

RemoteCompany
ENTERPRISE - 12M

|22 Dashboard
=% Network
I Q Gateways
¥ Clouds & Branches
2 Members
BB Devices
& Systems

Access Control

3.
e

|= Security Logs

By Settings

& Download app

v

Q Gateways 20

Additional Gateways ensure that GoodAccess works in high availability mode during unpredictable network outages or when your

team is working from different locations.

GATEWAY ~

E US Gateway #1

US - New York City

SNJP% GB Gateway #2
VIR GB - London

10 v Showing 1 to 2 of 2 records

) GoodAccess

IP / HOSTNAME

89.187.176.70
6716-us-4941-nr2d2.accessgate.cloud

169.150.239.65
6716-gb-4942-tuvzi.accessgate.cloud

Hello
Michal Cizek

% Buy more Gateways

STATUS

uP

uP

*

*

* * o

GDPR

Compliance

*

ACTIONS
s ®u
s =
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TEAM NAME
o RemoteCompany
ENTERPRISE - 12M
|~ Dashboard
a5 Network
Q Gateways
¥ Clouds & Branches

o
an Members

BB Devices
-

e Systems

A Access Control

|= Security Logs

By Settings

& Download app

Documentation

¥ Clouds & Branches 21

O Search...
NAME ~

s AWSVPC
@ 172.200.0/24

s Office CPI
2
s ° 192.168.223.0/24

GATEWAY

US Gateway #1
172.24.16.0/22

US Gateway #1
172.24.16.0/22

]

0 Vv Showing 1to 2 of 2 records

) GoodAccess

PROTOCOL

IPSEC

IKEV2

STATUS

Connected
Last test: 16 May, 04:25

Connected
Last test: 16 May, 04:25

SYSTEMS

==

ACTIONS
s ®u
s ®u

*

*

* * o

GDPR

Compliance

*

Hello
Michal Cizek
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x) GoodAccess <
TEAM NAME
o ?Sﬂgﬁig‘;mﬂiﬂ“y v & Members 920 @b Groups 2
|22 Dashboard Q. Search...
a5 Network ¥, MEMBER ~ ACCESS CARDS GROUPS
I 2 Members ™ . Artur Kane
Developers
s artur.dev@goodaccess.com 2
BB Devices
~  EvaHisemova
- d aa SalesOps
= Systems eva.sales@goodaccess.com
Ab Access Control v ~ . JanBure$ 2
‘ Developers
jan.bures.work@gmail.com
|= Security Logs v
Jiri Hromadka
) ™ Developers
By Settings b4 b ' jiri.dev@goodaccess.com
Jonathan Balasabas Admi
] min [ sales | SalesOps
& Download app “=  jonathan Y com B
m™  Login Test
migration005@goodaccess.com 2
M  Martin Cizek m
& ' martin.sales@goodaccess.com ®
~  Martin Cizek
P-S

[
) GoodAccess

b

androidtest@nuruguru.cz ®

Michal Cizek m

michal.ceo@goodaccess.com ®

Hello

Michal Cizek

g

% Buy More Members -+ Add Member

DEVICES

©

ACTION
K4 x
K 4 x
s @
s @
s @
s 8
4 x
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Compliance
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. Hello /
) GoodAccess < Michal Gizek Q

TEAM NAME

o RemoteCompany :g Identity Providers

ENTERPRISE - 12M

Active TR 3
|22 Dashboard - ; :

GoodAccess Identity >
&5 Network = 4 Members will login via email and password. ’

[
a Members

Add provider

Multi-Factor authentication: m

BB Devices

e Systems

AH Access Control v
|= Security Logs v
By Settings ~

2o Admins & Roles
24 SSO&MFA

& Threat Blocker & DNS

v

pre

(-t Split Tunneling

2 Forced Always On

& Download app

:
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* o w



https://www.goodaccess.com/nis2-compliance
https://www.goodaccess.com/gdpr-compliance
https://www.goodaccess.com/hipaa-compliance
https://www.goodaccess.com/soc2-compliance
https://www.goodaccess.com/iso-compliance
https://www.goodaccess.com

) GoodAccess

Add new Identity Provider

Choose provider
Select an Identity Provider.

GoodAccess links
Use the GoodAccess links to
configure your provider.

Identity Provider links
Fill in the Identity Provider links.

User provisioning (SCIM)
Configure automatic user
provisioning.

Confirmation
Review and submit.

Provider name *

Choose Identity Provider *

Select a provider

\4/ Azure Active Directory

G Google Workspace

Compliance



https://www.goodaccess.com/nis2-compliance
https://www.goodaccess.com/gdpr-compliance
https://www.goodaccess.com/hipaa-compliance
https://www.goodaccess.com/soc2-compliance
https://www.goodaccess.com/iso-compliance
https://www.goodaccess.com
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TEAM NAME
o RemoteCompany
ENTERPRISE - 12M
| Dashboard
595 Network
2 Members
O Devices
& Systems
A Access Control
|= Security Logs

By Settings

& Download app

Documentation

G Devices &

Q. Search
DEVICE

Jiri's S21 FE
Android 14

iPhone
i0S17.31

LAPTOP-MPOEKDLA
Windows 11

michals-macbook
mac0S 14.1.2

DESKTOP-1G99AB8
Windows 7

Google Pixel 3a
Android 10

MacMac
macOS 14.31

osboxes-one
Ubuntu 1810

0000060060

10 v Showing 1to 8 of 8 records
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MEMBERS

poo

b

oD

DEVICE INFO UPDATED v

08:31:01
Apr19, 2024

10:09:54
Mar 7, 2024

09:49:16
Mar 7, 2024

09:47:23
Mar 7, 2024

09:31:14
Mar 7, 2024

08:51:05
Mar 7, 2024

16:27:03
Mar 5, 2024

16:31:34
Feb 29, 2024

LAST POSTURE CHECK

21:38:41
May 15, 2024

20:08:14
May 14, 2024

16:32:48
May 14, 2024

15:43:14
May 14, 2024

20:08:14
May 15, 2024

2210114
May 14, 2024

23:00:14
May 14, 2024

LAST POSTURE CHECK RESULT

v/ Passed 1/1
V/ Passed 1/1

Default security policy

G General policy

Running Antivirus
Firewall enabled

v/ Passed 1/1

+/ Passed 1/1

*

Compliance

*

*

*

*

*
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Michal Cizek

TEAM NAME

° RemoteCompany = Systems 7 How to secure your Systems?
ENTERPRISE - 12M

~ Dashboard
ke Q. search..

a5 Network v
SYSTEM ~ ACCESS CARDS TAGS ACTIONS

[
an Members AWS Local Database 1

http://172.20.0.91/phpmyadmin

 Aamin ] sates P |

I8 Devices

Building Surveillance

= Systems © m & [ ]
= https://192.168.223.5

Aw'AecessiControl v wwe Customer Building Control m P &
i = http://185.61.87.93:10080/domecek/admin/ ’
£ Security Logs ¥
Customer System SFTP
. [ =] Gm Developers 4 (]
By Settings ¥ ™ sshiflroot@185.6187.93:10022 :

Web Server Database
<}

& ; Developers EB K 4 a
& Download app http://3.67.144.67/phpmyadmin

Web Server SFTP
&=

[acin J oeveipers ¢ u
ssh://root@3.67.144.67:22

ZOHO CRM

https://www.zoho.com/crm/login.html

aDED P

i

10 v Showing 1to 7 of 7 records
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) GoodAccess

Add System

Basic  Advanced

Protocol * Host/IP *

TCP rdp.carrentals123.com X

Custom URI *

rdp://rdp.carrentals123.com:3389
Custom URI will be opened when you click on system icon in GoodAccess app.
Tags

Tags:

Add System to Access Cards

Select Access Cards

Close Add System

Compliance
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o RemoteCompany
ENTERPRISE - 12M
|22 Dashboard
=% Network
2 Members
0§ Devices
& Systems
A Access Control

B8 Access Cards

31 Device Posture Check

|= Security Logs

By Settings

& Download app

Documentation

B8 Access Cards

Q, search

Hello -
Michal Cizek
+ Add Access Card

Admin

Members

Systems
o EET

Clouds & Branches

o o
R

“6"‘0

=

+1

Sales

Members

[V -}

»
PP S

Systems
: —
B EE
Clouds & Branches

o
=
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@ GoodAccess

Developers

Members

)
EIBY ¥

Systems
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-
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Edit Access Card: Developers ¢

Members  Systems  Clouds & Branches

Q. search... + Add

Members 2

# . Artur Kane
4=1/ artur.dev@goodaccess.com

Remove

E,ﬁ Jiri Hromadka

Remove
‘5‘ jiri.dev@goodaccess.com
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Edit Access Card: Developers ¢

Members ~ Systems  Clouds & Branches

Systems 3

% Customer System SFTP

Remove
ssh://root@185.61.87.93:10022

Web Server Database

) Remove
http://3.67.144.67/phpmyadmin

. Web Server SFTP
ssh://root@3.67.144.67:22

Delete Close

Remove

) GoodAccess et
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) GoodAccess

TEAM NAME
RemoteCompany
ENTERPRISE - 12M

|~ Dashboard

395 Network L

2 Members
0B Devices

= Systems

;\-) Access Control ~

B8 Access Cards

&1 Device Posture Check

|= Security Logs v

By Settings v

& Download app

Documentation

3 Device Posture Check 3 (i

Q, Search
POLICY ~

@ Default security policy
Default security policy is the poli...

D Developers policy

G | General policy

10 v Showing 1 to 3 of 3 records

) GoodAccess

Supported OS versions only

Supported Client App versions only

Lockscreen with authentication
Disk encryption enabled
Running antivirus

Updated antivirus

Firewall enabled

OB8SSCO
QBSSCO

MEMBERS

All Members

Dev

All Members

= Hello
Michal Cizek

g

-~

+ Add Policy

ON FAILURE ACTION

Make a log entry K 4

Deny access & make a log entry K 4

Make a log entry K4

* *ow

Compliance

* o w
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Edit Policy

Step 1
General Settings [ ] 6 Windows O Allowed

Step 2 Endpoint security

OS Restrictions Supported OS versions only ® Running antivirus ®
Supported Client App versions only ® Updated antivirus @
Step 3 Disk encryption enabled @ Firewall enabled @

Members & Groups Lock screen with authentication @

Step 4 Part of a domain ®

Summar A
¥ Domain name

Registry key @ + Add rule
Path

Key

File in specific location ® + Add rule
Running service ® + Add rule

Running process ® + Add rule

) GoodAccess
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=) GoodAccess < ¢ iz g

Michal Cizek

TEAM NAME
o RemoteCompany: Q Gateway Access Logs
ENTERPRISE - 12M
Iz Dashboard Q. search... Y Filter 1
&5 Network s MEMBER GATEWAY FROM IP PROTOCOL START ~ STOP DURATION DATA
2\ Members Martin Cizek g= Us Gateway #1 12:10:14 12:46:14 171MB
- ) y 08 460 5
i 178.23811.6 ® OVPN 36min
androidtest@nuruguru.cz — 89.187176.70 May 14, 2024 May 14, 2024 v 40MB
BB Devices
# . Artur Kane 4> GB Gateway #2 11:56:14 12:46:14 1 89MB
178.23811.6 ® OVPN 50min
= Systems =1 artur.dev@goodaccess.com <B»’ 169150.239.65 May 14, 2024 May 14, 2024 ¥ 71MB
AP Access Control v 2 Michal Cizek E US Gateway #1 11:55:14 12:49:14 1 120MB
a =] 185.216.20115® OVPN 54min
michal.ceo@goodaccess.com —— 89187176.70 May 14, 2024 May 14, 2024 ¥ 23MB
|= Security Logs ~
~ . JanBures 2 4> GB Gateway #2 11:41:14 13:07:14 1T 166MB
e 185.216.201.15 OVPN 1h 26mi
Q) Gateway Access Logs @b/ Janbures.work@gmail.com B> 16915023965 2 May 14, 2024 May 14, 2024 e 4133MB
& System Access Logs ®  Jonathan Balasabas aAdmin E US Gateway #1 11:38:14 12:24:14 ) 1+ 79MB
- = 93185.108.33® OVPN 46min
& jonathan.balasabas@goodaccess.com —  89.187.176.70 May 14, 2024 May 14, 2024 4 20MB
:0 Threat Blocker Logs
- Eva Hisemova 4> GB Gateway #2 11:36:14 13112114 188MB
i == , 77104.246.73 @ OVPN May 14. 2024 May 14, 2024 1h 36min L 61MB
.'?'. Device Posture Check Logs eva.sales@goodaccess.com <@» 169.150.239.65 ay 14, ay 14, ¥
Jan Bures$ 2 4> GB Gateway #2 11:31:14 12:20:14 1138MB
2 Admin Logs e 178.23811.6 ® OVPN 49min
- 2 o jan.bures.work@gmail.com <l»’ 169.150.239.65 May 14, 2024 May 14, 2024 v 126MB
By Settings v
° g Jonathan Balasabas 4f». GB Gateway #2 11:28:14 13:11:14 M
g e ; L 77104.246.73® OVPN s B 1h 43min TETHE
%' jonathan.balasabas@goodaccess.com <B»’ 169150.239.65 May 14, 2024 May 14, 2024 4 169MB
& Download app — —
Martin Cizek US Gateway #1 11:27:14 12:25:14 1 81MB
f = y 9318510833 @ OVPN 58min
s/ martin.sales@goodaccess.com w— 89.187176.70 May 14, 2024 May 14, 2024 4 183MB
: z Michal Cizek é US Gateway #1 11:26:14 12:2714 " 1 108MB
) oo £ S smsossse  own I ETEL e

) GoodAccess
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=) GoodAccess <

™ Hello
Michal Cizek

TEAM NAME

o RemoteCompany
ENTERPRISE - 12M
&2 Dashboard
=% Network
2 Members
0§ Devices
& Systems
A Access Control
|= Security Logs
9 Gateway Access Logs
=

e System Access Logs

:0 Threat Blocker Logs

31 Device Posture Check Logs

2o Admin Logs

By Settings

& Download app

Documentation

& System Access Logs

O} Search...
MEMBER

™  Artur Kane

+

by artur.dev@goodaccess.com

~  Martin Cizek
& P S

androidtest@nuruguru.cz

P ™  Jiri Hromadka

i jiri.dev@goodaccess.com
+ ~  EvaHisemova

eva.sales@goodaccess.com

+ Q Michal Cizek
michal.ceo@goodaccess.com

~  EvaHisemova

+
eva.sales@goodaccess.com
+ # . Artur Kane
4=\ artur.dev@goodaccess.com
P ™  Jiri Hromadka
il jiri.dev@goodaccess.com
a Jan Bures$ 2
& P-i i
jan.bures.work@gmail.com
™ . Artur Kane
+

) GoodAccess

SYSTEM

AWS Local Database 1
http://172.20.0.91/phpmyadmin

Customer System SFTP
ssh://root@185.61.87.93:10022

Customer System SFTP
ssh://root@185.61.87.93:10022

Customer System SFTP
ssh://root@185.61.87.93:10022

Customer Building Control
http://185.61.87.93:10080/domecek/admin/

AWS Local Database 1
http://172.20.0.91/phpmyadmin

Building Surveillance
https://192.168.223.5

Customer System SFTP
ssh://root@185.61.87.93:10022

Building Surveillance
https://192.168.223.5

Customer Building Control

START ~

12:53:53
May 16, 2024

12:42:08
May 16, 2024

12:36:32
May 16, 2024

11:41:18
May 16, 2024

10:38:59
May 16, 2024

10:03:09
May 16, 2024

08:44:27
May 16, 2024

08:39:40
May 16, 2024

08:26:13
May 16, 2024

08:18:05

STOP

13:23:31
May 16, 2024

13:52:37
May 16, 2024

13:32:58
May 16, 2024

12:22:55
May 16, 2024

11:26:21
May 16, 2024

10:26:36
May 16, 2024

09:03:44
May 16, 2024

10:22:10
May 16, 2024

09:45:15
May 16, 2024

08:56:57

Nian AAAa

DURATION

29m 38s

1h 10m 29s

56m 26s

41m 37s

47m 22s

23m 27s

19m 17s

1h 42m 30s

1h 19m 2s

38m 52s

'V Filter

DATA

1 218kB
¥ 1MB

1 1MB
¥ 3MB

1 1MB
¥ 4MB

T 247kB
¥ 726kB

1 295kB
¥ 1MB

1 239kB
¥ 1MB

1 93kB
¥ 1MB

1 681kB
¥ 3MB

1 892kB
¥ 5MB

1 420kB

1
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) GoodAccess

TEAM NAME
o RemoteCompany
ENTERPRISE - 12M

|~ Dashboard

Network v
2. Members
0§ Devices
& Systems
A5 Access Control v
= Security Logs ~

Q Gateway Access Logs
&= System Access Logs
l 20 Threat Blocker Logs
31 Device Posture Check Logs

2a Admin Logs

By Settings v

& Download app

Documentation

20 Threat Blocker log

Q, Search...

MEMBER

-~
B

£

b2

o

n

) GoodAccess

Login Test

migration005@goodaccess.com

Michal Cizek

michal.ceo@goodaccess.com

Jonathan Balasabas Admin

jonathan.balasab yodacce!

Artur Kane

artur.dev@goodaccess.com

Jan Bures 2

jan.bures.work@gmail.com

Martin Cizek

androidtest@nuruguru.cz

Martin Cizek

martin.sales@goodaccess.com

Eva Hisemova

eva.sales@goodaccess.com

Jiri Hromadka

jiri.dev@goodaccess.com

~ Showina 1to 9 of 9 records

DOMAIN

ggirls.xyz

thepirate.host

giftytopshop.com

ggirls.xyz

mymaccleaner.download

thepirate.host

www.gp-enterprise.in

ggirls.xyz

ggirls.xyz

HITS

LASTHIT v

08:30:14
May 15, 2024

08:12:14
May 15, 2024

03:07:14
May 15, 2024

21:13:14
May 14, 2024

21:09:14
May 14, 2024

20:17:14
May 14, 2024

18:11:14
May 14, 2024

18:08:14
May 14, 2024

16:49:14
May 14, 2024

Mi

B ExporttoCSV

THREAT TYPE

malware / phishing

malware / phishing

malware / phishing

malware / phishing

malware / phishing

malware / phishing

malware / phishing

malware / phishing

malware / phishing

Hello
chal Cizek

V¥ Filter

1

Q
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) GoodAccess

TEAM NAME
o RemoteCompany
ENTERPRISE - 12M
&2 Dashboard
a5 Network v
2 Members
BB Devices
&= Systems
A Access Control v
£ Security Logs ~
9 Gateway Access Logs
& System Access Logs
:0 Threat Blocker Logs
31 Device Posture Check Logs
o

a® Admin Logs

By Settings v

& Download app

Documentation

31 Device Posture Check Logs

Q. search...

OO0 - 000000

) GoodAccess

Jiri's S21 FE
Android 14

DESKTOP-1G99AB8
Windows 7

osboxes-one
Ubuntu 18.10

Google Pixel 3a
Android 10

iPhone
i0S17.31

LAPTOP-MPOEKDLA
Windows 11

General policy

Default security policy

Default security policy is the poli...

michals-macbook
mac0S 14.1.2

Vv Passed 1/1

X Failed 2/2

v Passed 1/1

v Passed 1/1

Vv Passed 1/1

X Failed 1/2

RESULT
CZ2=TT)
RESULT
(xFates)

v/ Passed 1/1

MEMBER
™ . Jiri Hromadka
ok jiri.dev@goodaccess.com
™  Login Test
s
migration005@goodaccess.com
®  Jonathan Balasabas Admin
w
“% ' jonathan.balasabas@goodaccess.com
A Martin Cizek
' martin.sales@goodaccess.com
~ | EvaHisemova
eva.sales@goodaccess.com
~ | Martin Cizek
- androidtest@nuruguru.cz
CAUSE

Running Antivirus, Firewall enabled

A

Michal Cizek

michal.ceo@goodaccess.com

FIRST CHECKED

21:38:41
May 15, 2024

17:59114
May 15, 2024

13:38:14
May 14, 2024

12:13:14
May 14, 2024

10:59:14
May 14, 2024

12:32:48
May 14, 2024

11:12:114
May 14, 2024

™ Hello

Michal Cizek

B ExporttoCSV

'V Filter

LAST CHECKED v

21:38:41
May 15, 2024

20:08:14
May 15, 2024

23:00:14
May 14, 2024

22:10:14
May 14, 2024

20:08:14
May 14, 2024

16:32:48
May 14, 2024

15:43:14
May 14, 2024

1

g
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Michal Cizek
TEAM NAME
o RemoteCompany 2. Admin Logs B Exportto CSV
ENTERPRISE - 12M
Iz Dashboard Q. search... Y Filter 1
&5 Network s ADMIN FROM IP DATE v CATEGORY MESSAGE
2 Members Martin Cizek i 01:13:14
- R L 185.216.20115® Payments Downloaded Invoice with Invoice No: 'GA123456789".
martin@goodaccess.com May 15, 2024
BB Devices
# . Martin Konecny Admin 00:41:14
178.238.11.6 Gateways Removed Gateway 'IT Gateway #2".
= Systems =1 adm@guardians.cz © May 15, 2024 4 y y
AP Access Control v ~  Michael Ott Admin 93185108330 00:34:14 S50 & MFA Go?dAccess Iéentity haslbeen chéngfed: Client A;.)plication Iog.in = 'MFA Enabled’, Control Panel
michael.ott@goodaccess.com May 15, 2024 login = 'MFA Disabled', Client Application connection = 'MFA Disabled".
|= Security Logs ~
»  Michal Cizek o 00:23:14 Clouds &
i 93185108.330® Checked connection for Cloud/Branch ‘Office CPI' with the result: connected.
9 Gateway Access Logs demo@goodaccess.com May 15, 2024 Branches
& System Access Logs ™  Martin Cizek Admin 178238116 ® 23:20:14 SSO & MFA GoodAccess Identity has been changed: Client Application login = ‘MFA Enabled', Control Panel
& martin@goodaccess.com May 14, 2024 login = 'MFA Disabled', Client Application connection = 'MFA Disabled".
:0 Threat Blocker Logs
»~  Michal Cizek o 20:45:14 Threat Blocker & .
i 178.23811.6 ® Use public DNS servers.
31 Device Posture Check Logs demo@goodaccess.com May 14, 2024 DNS
¢ EvaHisemova Admin 17:01:14
24 Admin Logs ; 93.185.108.33® SSO & MFA Removed 'Azure Active Directory' provider 'Microsoft 365 User".
=i = u eva.hisemova@samohyb.com May 14, 2024 Y
¥y Settings ¥ @ Jonathan Balasabas Admin e 17:00:14 BRI GoodAccess Identity has been changed: Client Application login = 'MFA Enabled', Control Panel
5 jonathan.balasabas@goodaccess.com E May 14, 2024 login = 'MFA Disabled', Client Application connection = '"MFA Disabled".
& Download app . .
Eva Hisemova admin 16:44:14
- 93.185.108.33® Gateways Removed Gateway 'IT Gateway #2".
u eva.hisemova@samohyb.com May 14, 2024 4 v y

i Michal Cizek 16:20:14
) "o —itex G O 185.216.20115® ,, -1\,  SplitTunneling Saved Changes in Split Tunneling.
fx) GoodAccess
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