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Main challenges

Workforce Identity - complex optimization
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Various ID types inside & outside company

Critical Infrastructure & Important Information Systems

Suitable deployment & reliable support




Management Platform

Identities Tools certificates
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Healthcare
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Workforce Daily Routine

Multi-Factor Authentication
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Remote access
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Electronic signature
- eIDAS 2, scalable

=@ a0



ProlD Smart
cards
versatile tool

2 all-time bestseller
= QSCD

= full offline mode
= visual ID

& contactless world

ProlD Workforce Tools

ProlD Mobile

full Employee ID
in mobile phone

@ Mmost versatile
@ passwordless
@ tech-advanced

@ user friendly

ProlD Bittron
USB Token
with mobile app

more than 2FA
FIDO2

best of card [ app
passwordless
QSCD
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Smart Cards

Most universal & common Employee tool

USE CASES:
- Visual ID
- Secure login into systems and applications

- Qualified electronic signature [ seal (QSCD)
- Physical Access & Device control

e Support of various contactless technologies
e Tailor-made hybrid [ dual card production
to fit customer's setup

e Own perso lab for card personalization
e PKlas acornerstone of trust

e Various form factors & 3rd party tools
(Giesecke+Devrient) to choose from
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ProlD Mobile
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ProlD Mobile

Perfect combination of Elegance, Hi-Tech & Security

e Ultimate Workforce App
o single app that solves all security needs of an Employee
o powerful, complex and user friendly
e Multi-Factor authentication into “anything”
o using standard protocols or certificates (PKI)
o passwordless approach (biometrics or PIN)
e Remote electronic signature
e Physical access [ device control
o emulation of contactless chip via BLE [ NFC
e Security
o real-time app [/ phone monitoring — “RASP”

o PIN policy

John Doe
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MFA

Passwordless

eSignature

FIDO2
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On-premise



Bittron
Combination of PKI HW token & mobile app

USE CASES
- Secure login into systems and applications
- Qualified electronic signature [ seal (QSCD)

e HW token combining card reader, Bluetooth
and Nano SIM card

Success!

Request successfully

e Authorization request in app (PIN / biometrics) oo
e Displays information about every transaction request
e Automatic log-off when BT disconnected (optional)

e FIDO 2 compliant




Management platform

User management:

e User portal [ applications CRYPTOGRAPHIC KEY

ProlD+Q9203803022182589-1-a226-f251e33e

e Tennant (Admin) portal
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Tool management:
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Certificate management:

e Certificate Lifecycle Management

e Automated predefined processes

e Wizard-based scenarios to assist users
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