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Kdo jsem?

Jakub Alimov, CEH, CHFI

EC-Council EC-Council

Lead
Auditor

CEH CHFI

e

CERTIFIED CERTIFIED

Certified

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ

architekt kybernetické bezpec€nosti,
RANSOMWARE hunter,

konzultant informacni bezpecnosti,

vice jak 15+ let prokazatelnych zkusenosti s

kybernetickou bezpec¢nosti

https://www.linkedin.com/in/jakub-alimov-332b1020/

mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz


https://www.linkedin.com/in/jakub-alimov-332b1020/

Kdo je Alinet?
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v/ RANSOMWARE utoky

- DIGITAL FORENSICS AND INCIDENT
Alinet
” | v Forenzni vySetrovani kybernetickych incidentt

\/ Krizové fizeni
\/ AUDIT pripravenosti na RANSOMWARE utok

- s SLUZBY KYBERNETICKE BEZPECNOSTI
Jsme progresivni IT firma se
specializaci na kybemetické l’lt°ky- NASTARTOVANI kybernetické bezpeénosti
ARCHITEKT kybernetické bezpecénosti dle ZoKB
Prehledové testy zranitelnosti
ISO IEC 27001, ISO IEC 62443, NIST CSF, NIS2

Zabezpeceni kritické infrastruktury

SLUZBA DETEKCE KYBERNETICKYCH
UDALOSTI

Proaktivni monitoring kybernetické bezpeénosti

Dohled kritickych assetti ve spole€nosti
Visibilita co se déje

Ochrana perimetru
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Realné utoky v roce
20247?
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A#® Alinet

~ Nepouzivani MFA na VPN s kombinaci
zneuziti uzivatelského jména a hesla
mélo za dusledek nedostupnost

Realné utoky v roce nékolik mésicu

2024?

Chtel bych se s Vami podélit o nekolik Zranitelnost na perimetru v jednom
skutecnych  pribehu  z  forenzniho systému zasifrovala celou firmu

vysetrovani z minulého roku.

Neaktualizovana webova sluzba
umoznila pristup komukoliv do interni
firemni site
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Zdroj: https://www.enisa.europa.eu/sites/default/files/2024-

11/2024%20Report%200n%20the%20State%200f%20the
%20Cyvybersecurity%20in%20the%20Union.pdf
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RANSOMWARE?
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RANSOMWARE?

RANSOMWARE

2.59K

25.79%
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Casova osa RANSOMWARE Gtoku ...

9:52
Distribuce GPO
Sifrovaci ulohy =

zasifrovani server a
stanic

- OVladnuti sité trvalo pouhych 88 minut !
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Zpet k pribehu s VPN

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



Alinet

S

) /43;\
E— — | WWW
Xz’

Zaméstnanec Firemni VPN server Interni sluzby
, uzivatelské jméno

~ heslo
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WWW
DODAVATEL : : R
ADMIN opravnéni Firemni VPN server Interni sluzby

uzivatelské jméno
heslo

lokalni administrator

nemame kontrolu nad
uzivatelem

... zarizenim
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7T
6— .— WWW
1’

Utoénik . , , .
ADMIN opravnéni Firemni VPN server Interni sluzby

~ uzivatelské jméno
~ Heslo

lokalni administrator

2777 ...88 minut
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Jak by to melo dnes
vypadat?
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Zaméstnanec Firemni VPN server Interni sluzby

.~ Vyskoleny — poslusny :)
~ EDR-=XDR

~ Trusted device

~ Klientsky certifikat

~ MFA Il
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Uz vime proc¢ MFA na
VPN

nebo

CO Se stane v roce 20257?
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14.1.2025

FORTIGATE

Authentication
bypass
CVE-2024-55591




A#® Alinet

Services

&) FortiGuard Labs About

Research Threat Intelligence Support Resources

PSIRT

Authentication bypass in Node.js
websocket module

14.1.2025

Summary

FORTIGATE

An Authentication Bypass Using an Alternate Path or Channel vulnerability [CWE-288] affecting FortiOS and FortiProxy
may allow a remote attacker to gain super-admin privileges via crafted requests to Node.js websocket module.

Please note that reports show this is being exploited in the wild.

Authentication

Version Affected Solution
by p aS S FortiOS 7.6 Not affected Not Applicable

FortiOS 7.4 Not affected Not Applicable
CV E = 2 O 2 4 = 5 5 5 9 1 FortiOS 7.2 Not affected Not Applicable

Ha a aWa llnmvada $a TNAT Aav Alhauia

Zdroj: https://www.fortiguard.com/psirt/FG-1R-24-535
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IR Number

Published Date

Updated Date

Component

Severity

CVSSv3 Score

Impact

CVE ID
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FiERTINET

FG-IR-24-535

Jan 14, 2025

Jan 21, 2025

OTHERS
Critical

9.6

Execute
unauthorized
code or
commands

CVE-2024-55591
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15.1.2025

Password DUMP

Authentication
bypass
CVE-2024-55591

Zdroj: https://lwww.heise.de/en/news/Unknown-group-
releases-Fortinet-config-files-and-VPN-passwords-to-the-

darknet-10244238.html
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Unknown group releases Fortinet config files
and VPN passwords to the darknet

Complete config files and VPN passwords in plain text for Fortinet devices have

been released by a new group. heise security takes a look at the data set.
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(Image: Bild erstellt mit Kl in Bing Designer durch heise online / dmk)

Jan 15,2025 at 7:20 pm CET 6 min.read  Security

By Dr. Christopher Kunz
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' Alinet Unknown group releases Fortinet config files
and VPN passwords to the darknet

Complete config files and VPN passwords in plain text for Fortinet devices have

FortiGate 15K+ annntc ((‘nnﬁnca.\lDN Passwords)
by Belsen_Group - Tuesday January 14 2025 at 04:43 PM

#

Beleen Groun SR

oeisen_uroup 2025 will be a fortunate year for the world
At the beginning of the year, and as a positive start for us, and in order to solidify the name of our group in your memory, we are proud to announce
our first official operation
Will be published of sensitive data from over 15,000 targets worldwide (both governmental and private rs) that have been hacked and their

xtra
The data ir €
1 H:I..
2.Pa
3 Cc
Breached £l g
ategoriz rgets by country nam
UI l nt 1 ea rucial data is al FREE, offered to you as a gift from the Belesn Group

bypass
CVE-2024-55591

(Image: Bild erstellt mit Kl in Bing Designer durch heise online / dmk)

Jan 15, 2025 at 7:20 pm CET 6 min. read
Zdroj: https://www.heise.de/en/news/Unknown- By Dr. Christopher Kunz
releases-Fortinet-config-files-and-VPN-passwords-to-the-

darknet-10244238.html
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Password DUMP

Authentication
bypass
CVE-2024-55591

Zdroj: https://www.heise.de/en/news/Unknown-group-

releases-Fortinet-config-files-and-VPN-passwords-to-the-

darknet-10244238.html
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15 474 Fortigate cely svet (
)

Seznam je uz z roku 2022 !!

v zalozeny na zranitelnosti CVE-2022-
40684

v Aktualizovany 1/2024

v~ Sefazen podle zemi RU

Uzivatelské jména
Hesla (samoziejmé v plaintextu)

Full config fortigate (véetné certifikatu)
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Password DUMP

Authentication
bypass
CVE-2024-55591

Zdroj: https://www.heise.de/en/news/Unknown-group-

releases-Fortinet-config-files-and-VPN-passwords-to-..._ ‘!

darknet-10244238.html
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A Alinet Py

’. SHODAN Explore Downloads Pricing & Type / to searcl

. 4.200.29-78 3 Regular View  >_Raw Data ‘D Timeline

/ TAGS: self-signed

L

15?7.1.202

@ General Information 542 Open Ports
United Arab Emirates 179 443 541 10443

Password DU

Ty Discovery Gardens

. L // 443 / TCP
Emirates Integrated Telecommunications Company PJSC

A U t h e n t I C at I O n Emirates Integrated Telecommunications Company PJSC
bypass
CVE-2024-555

=2 FortiGate

Zdroj: https://www.heise.de/en/news/Unknown-
releases-Fortinet-config-files-and-VPN-passwords-to-the-
darknet-10244238.html
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/7 541 / TCP

®% SHODAN
Fortinet FortiGate

94.200.2

157.1.202%==

@ General Ir

FG1OOETK20007245

Password DU

Authentication
bypass
CVE-2024-555

Zdroj: https://www.heise.de/en/news/Unknown-group
releases-Fortinet-config-files-and-VPN-passwords-to
darknet-10244238.html
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A#® Alinet

/7 541 / TCP

®% SHODAN

Fortinet FortiGate
94.200.2
?
1 5 B .1 .202 7/ [AGS: self-signed
@® General Ir
= config.conf X +

Password D

File Edit View
set csf-device "FG1OOETK20007245: :root"

Authenticatio
bypass
CVE-2024-55%

Zdroj: https://www.heise.de/en/news/Unknown-group
releases-Fortinet-config-files-and-VPN-passwords-to
darknet-10244238.html
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Password DUMP

Authentication
bypass
CVE-2024-55591

& arsolutioner [ fortigate-belsen-leak (Pubiic

<> Code

[l Files

¥ main
Q Go tofile

[ .gitignore

[ LICENSE

[) README.md

[ REFERENCES.md

[ affected_ips.txt

Zdroj: https://github.com/arsolutioner/fortigate-belsen-
leak/blob/main/affected_ips.txt
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© lIssues

1

1% Pull requests

-

fortigate-belsen-leak [ affected_ips.txt (&

Q arsolutioner Add list of affected IPs from Fortigate Configuration Leak

Code

0V 00 N O~ O & W N P

N R R R R RRPERRR B
@ WV 0 N O O & WNPFPe

b
3

(*) Actions

A Projects

Blame

63.143.98.183:443
63.143.101.78:443
69.160.105.242:443
173.225.247.213:443
207.204.113.145:4443
69.160.106.62:8443
208.131.188.18:4443
72.27.4.3:443
212.12.162.17:443
196.206.217.71:443
84.254.188.162:443
84.254.188.181:443
154.120.138.146:4443
41.204.109.155:4443
218.188.194.190:9443
175.45.29.190:8443
116.92.232.174:8443
202.82.217.41:4443
218.253.252.102:4433
223.17.196.159:4433

1A AnRA Ann ann_nisrn

@ Security

15474 lines (15474 loc)

O Product v Solutions ¥ Resources ¥ Open Source ¥ Enterprise ¥ Pricing

|~ Insights

+ 299 KB
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https://github.com/arsolutioner/fortigate-belsen-leak/blob/main/affected_ips.txt
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' AI I net O Product ~ Solutions ¥ Resources ¥ Open Source v Enterprise ¥ Pricing

& arsolutioner [ fortigate-belsen-leak (Pubiic

<> Code () Issues 1 £ Pullrequests (») Actions [ Projects () Security |~ Insights

[l Files fortigate-belsen-leak [ affected_ips.txt (&

¥ main - Q

15?7.1.2025

a arsolutioner Add list of affected IPs from Fortigate Configuration Leak

Q Go tofile

[ .gitignore

Password DUMP R ZKuste ,Se tu
I N\ ENAJIT |

[ affected_ips.txt

Authentication o e

10 196.206.217.71: 443
b aSS 11 84.254.188.162: 443
y 12 84.254.188.181: 443
13 154.120.138.146:4443
CVE_2024_55591 14 41.204.109.155: 4443
15 218.188.194.198:9443
16 175.45.29.198:8443
17 116.92.232.174:8443
18 202.82.217.41:4443

- - = = 19 218.253.252.102:4433
Zdroj: https://github.com/arsolutioner/fortigate-belsen- 20 223.17.196.159:4433

leak/blob/main/affected ips.txt i
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Jak se nedostat na
seznam!!l ?
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 MUSIME byt PROAKTIVNi ne REAKTIVNi

v~ Ochrana zranitelnosti na perimetru

Jak se nedostat R
na ”seznam“ ? ~ MFA I
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Ochrana perimetru
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'. SHODAN Explore Pricing &2 \ (o} 1 | Login

Search Engine for the
Internet of Everything

Shodan is the world's first search engine for Intemet-

connected devices. Discover how Intemet intelligence can ‘3 =
help you make better decisions. i t_ﬁ" i 3
// EXPLORE THE PLATFORM
@ Beyond the Web s&2 Monitor Network Exposure s Intemnet Intelligence

f the Inter

your devices t

om the Internet. Shod

w of a

Zdroj: https://www.shodan.io/
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S g A E ot a1

" SHODAN Explore  Pricing® | Search..

Login

.'.'\Iﬂ‘ \_.s..'.

e S
Luddenham *

110.173.134.128 |

// TAGS: self-signed  starttls

ShodajgE=s

Sl “NE AR

t >; Raw Data §

2968.dpvps.com.au
112968 .dpvps.com.au

calendars 112968 dpvps.com.au

112968 dpvps.com.au

12il 112968 . dpvps.com.au

)68.dpvps.com.au
968.dpvps.com.au // 21/ TCP

dpvps.com.au

112968 . dpvps.com.au

ZDAR

1ailv112968.dpvps.com.au for furt nformalion. Your blocked IP address is 224.12.101.97 This server\'s hostname is v112968.dpvps.com.a

112968 .dpvps.com.au
OM.AU /22 / TCP

OpenSSH 74

Australia
Sydney

rganization Hostopia Australia Pty Ltd

Hostopia Australia Web Pty Ltd

ASN AS55803

Zdroj: https://www.shodan.io/EEEEREE
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Zabezpeceni zaloh
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A® Alinet Checklist zaloh:

Pravidlo 3-2-1+1
OFFLINE zaloha !!!

Pravidelna kontrola uplnosti a funkénost

Jak zabezpecit zalohy? zaloh

Spravneé nastavena zalohovaci
architektura znemozni utoc¢nikovi ziskat
pristup k zaloham a znicit je.

Oddéleni zaloh a virtualizace od Windows
domény

Vlastni VLAN pro zalohovani s minimalnimi
prostupy

Historie zaloh

Co cloud? Zalohujete? napf. 0365

Disaster Recovery plan
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Multifaktoroveé
zabezpeceni
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MFA vzdy kdyz je to mozné !!

SAML, FIDO, OTP, autentizacni servery a
aplikace

- z X z Oddéleni typy MFA administratord od
Multifaktorové ovéreni e Pt

Phishing resistant MFA
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Potrebujete pomoci?
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A Alinet

Cyber: Security, Ransomware Incident Response

@%3@ Jakub Alimov

www.alinet.cz jakub.alimov@alinet.cz +420 774 077 108
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