ProlD

solutions by MONET +

Secure Workforce
Identity in a modern
organization

Jiri Zmelik
Business Development
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Digital

representation

o username
o employee ID
o e-mail, etc.

Workforce Identity

“Digital passport” for interaction with company’s systems, apps & data

Credentials

o verification
attributes

Attributes

o job title,
department,
location,

o security
clearance level,
etc.

Governance
& Compliance

O

Role based
access control
Entitlement
Management
Lifecycle
management



Workforce Identity - main areas of use

-

Multi-factor Electronic Physical
Authentication Sighature Identification
e Password e Digital Sign / Seal e Employee Badge
e Linkine-mail e Timestamping e Access control
e (T)OTP e DMS e Device auth.

e Biometric reader e Archive
e HW token
e Mobile app



Device login

Car access
I.Ogin to own qpp Call elevator
Coffee machine necoss to data
Login to ____  Attendance
com pUtel" VR VR o
Access within Office365 login
premises -
Scanning . DI\./IS signing
RDP login Printing
Signing in Office365 T — Garage access
GSuite login B EleCt ronic
VPN login signature
Canteen Remote signing

ProlD



Phishing, (Smishing,
Vishing, Quishing)

Password Spraying

Spoofing Credential Stuffing

Ransomware v/ VoY Man-in-the-Middle

Keylogging . Supply Chain Attack

Brute Force Attack



Security

requirements




Workforce Daily Routine

Multi-Factor Authentication

Login
to workstation

Remote access
to data
- VPN, RDP

Login
to 3rd party
apps

Login
to admin
apps

g

e Windows « Linux A
macOS® <

atfrar]
w cIsco %7 paloalto

FE:RTINET  (r) GoodAccess D surfshark’

(1) OPENVPN & CHECK POINT ™\ NordVvPN

[ [
A ATLASSIAN salesforce = Go g|€
Microsoft 365

Qsenhasegura O GitHub - slack [

ea.CHECK POINT @ F::RTINET

Physical Security

=
Access n
control 31 [AI E

Device

control _ :

Other

Electronic Signature

Electronic signature
- eIDAS 2, scalable
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User
experience
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Workforce Daily Routine

Multi-Factor Authentication

Login
to workstation

Remote access
to data
- VPN, RDP

Login
to 3rd party
apps

Login
to admin
apps

g

e Windows o Linux A
macOS® o

® aisco % paloalty

F:RTINET  (r) GoodAccess P Surfshark’

; [ ]
(@) OPENVPN & cHECK POINT' ™\ NordvPN'

[ | ]
A ATLASSIAN salesforce u GO g|€
Microsoft 365

YOUR

Qsenhasegura 0 GitHub -';.' slack Bop

Q.CHECK POINT @ F::RTINET

CAS CYBERARK'

One Tool

Physical Security

<4 4
Access
control 31 [*I I I E
Device —
control ! S8 M

Other

Electronic Sighature

Electronic signature
- eIDAS 2, scalable
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And many
more...

N Microsoft
Active Directory ) Entra ID

- = = = = = = Governance and Compliance — = = = = — —
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ProlD Smart
cards
versatile tool

® all-time bestseller

® QSCcD
@ full offline mode

® visual ID

® contactless world

Workforce Tools

ProlD Mobile
full Employee ID
in mobile phone

® most versatile
® passwordless
® tech-advanced
@ user friendly

Wristband
comfortable
authentication

® hands-free
® great for manufacturing
& healthcare

@& casiest to use

ProlD



Management Platform
@ identities @ Tools @ Certificates

‘M \ ’ R : ° /
- Multi=factor | onic = Physical Access

Authentication’ ignaturesai BsSn ol
my — 2 I L
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ProlD Workforce Security 230+ | 180.000
Platform for Enterprise organizations | active users
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Success!
Roquost succasstuly
utnorized

6

e SUPPLIER 2

ProlD



Let’'s meet!

John Doe

ProlD

seamless ProlD integration within johndoe@proidtech

your infrastructure

how ProlD makes security easier for ,
your employees and simplifies W o Mutifactor -
identity administration Access Authentication

use cases & suitable tools for MFA : 7%
and digital signatures |

Electronic
Signature

free PoC in your company

Protected by .Talsee

f a0

My ProlD Modules

ProlD



Jiri
Zmelik

Business Development Manager

jzmelik@proid.tech
+420 777 213 990

proid.tech | monetplus.com

Thank you!
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