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What Does |dentity-Centric Security Look Like?

Beyond Passwords: Control Through Governance
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|GA in your |dentity Fabric

Fabric - definition, collection of threads/parts, woven together to create something more than the sum of

|dentity management is a
collection of threads
(business processes)
implemented across a
number of systems

In this respect, in the
context of identity
management the
interconnected blocks
represent the Identity
Fabric
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New definition, age old
paradigm > real-world
ecosystems

considered holistically

|GA does not exist in
isolation. It works
alongside entitlement,
access, risk and
authentication (2FA,
PKI, IdP, AM/PAM, HR,
)

all parts of the Identity
Fabric
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|GA Frameworks

|dentity Governance without a plan, is planning to fail

Governance Administration Auditing

« Best practice

M N ° i
Onboard identity Change identity Oi];fu-e?\ct)i?;d Gfg;;?tte Conr?gg:?veity Audit trail EX p erl e nce
* Blueprint
development

Access Management

Request Approve Fulfill attestation Manage IGA Audit history  Phased deployment
solution
o  Maturity
Perform Auditiog Assessment
Business Alignment reconcliation Manage * Continuous

passwords

Role Policy Context lm p rovement

: . Systems and
— vienaoe oty dota store Audit policies * Measured Success

classification
Manage

processes
Identity Security Breach

Segregation Audit
Sto| e
Q P Respond Sualyzs of duties response

Suspend access Incident response Forensics

|dentity PROCESS+ Framework

@ @ @ i9 presentation to Joe Smith @ @ @



https://www.facebook.com/
https://www.linkedin.com/
https://twitter.com/

Real-World Approach: How to Get Going

So how do you start, without boiling the ocean or locking down your users?

Maturity Assessment (IGA
Framevvorks)

* Blueprint Development (build
your plan)

+ Align with business priorities,
|GA goals, Security needs and
risks

* It's ajourney
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STEP 2:
Start Small, Deliver
Fast

Start with 1 or 2 High risk, high
impact process areas (JML, AM,
AR)

Bottom up with Bl, Al and ML

Start with actuals, build desired
iteratively

HR, AD, Entra ID + 1 Business
System

Grow in capability and reach
slowly

(LYY step 3:
m Scale & Integrate

Build out governance
incrementally (BU's & Systems)

Integrate security platforms
such as ProlD and others
(Create a connected
Cybersecurity security fabric)

Think agile... iterate and expand,
always governed by policy and
insight
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