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From Theory to Action!

Implementing Identity-Centric Security Without 
Slowing Down Your Business

Quinton Hughes
CTO & IGA Architect

Integralis IT Consultancy
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What Does Identity-Centric Security Look Like?
Beyond Passwords: Control Through Governance

Audit
Compliance, 
continuous reviews, 
audit trails

Lifecycle Mgmt.
Join, Move, Leave

Policy
RBAC, SoD, control, 
risk, informed 
decisions

Least Privilege
Limited access when 
needed, nothing else!

https://www.facebook.com/
https://www.linkedin.com/
https://twitter.com/
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IGA in your Identity Fabric

3

Fabric – definition, collection of threads/parts, woven together to create something more than the sum of 
the parts!

Identity management is a 
collection of threads 
(business processes) 
implemented across a 
number of systems

In this respect, in the 
context of identity 
management the 
interconnected blocks 
represent the Identity 
Fabric

New definition, age old 
paradigm > real-world 
ecosystems 
considered holistically

IGA does not exist in 
isolation.  It works 
alongside entitlement, 
access, risk and 
authentication (2FA, 
PKI, IdP, AM/PAM, HR, 
…) 
all parts of the Identity 
Fabric

AM

IdP

Proof

Secret

IGA

BYOI

CIENITDR

PKIPAM

ITSMAuth
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IGA Frameworks
Identity Governance without a plan, is planning to fail

• Best practice
• Experience
• Blueprint 

development
• Phased deployment
• Maturity 

Assessment
• Continuous 

Improvement
• Measured Success

Identity PROCESS+ Framework

https://www.facebook.com/
https://www.linkedin.com/
https://twitter.com/
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Real-World Approach: How to Get Going

• Maturity Assessment (IGA 
Frameworks)

• Blueprint Development (build 
your plan)

• Align with business priorities, 
IGA goals, Security needs and 
risks

• It’s a journey 

• Start with 1 or 2 High risk, high 
impact process areas ( JML, AM, 
AR)

• Bottom up with BI, AI and ML

• Start with actuals, build desired 
iteratively

• HR, AD, Entra ID + 1 Business 
System

• Grow in capability and reach 
slowly

• Build out governance 
incrementally (BU’s & Systems)

• Integrate security platforms 
such as ProID and others 
(Create a connected 
Cybersecurity security fabric)

• Think agile… iterate and expand, 
always governed by policy and 
insight

STEP 1:
Assess & Align

STEP 2:
Start Small, Deliver 
Fast

STEP 3:
Scale & Integrate

So how do you start, without boiling the ocean or locking down your users?

https://www.facebook.com/
https://www.linkedin.com/
https://twitter.com/
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Each journey starts with the 1st step

Let’s move from theory to action — because the threats are real, but so is the 
opportunity to lead by taking the 1st step!

Thank you!

https://www.facebook.com/
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