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Kdo jsem?

Jakub Alimov, CEH, CHFI

EC-Council EC-Council

Lead
Auditor

CEH CHFI

e

CERTIFIED CERTIFIED

Certified

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ

architekt kybernetické bezpecnosti,
RANSOMWARE hunter,

konzultant informacni bezpecnosti,

vice jak 15+ let prokazatelnych zkusenosti s

kybernetickou bezpec¢nosti

https://www.linkedin.com/in/jakub-alimov-332b1020/
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Kdo je Alinet?
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DIGITAL FORENSICS AND INCIDENT
RESPONSE

Jsme progresivni IT firma se
specializaci na kybernetické utoky.
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v/ RANSOMWARE utoky

v/ Forenzni vySetfovani kybernetickych incidentt

- DIGITAL FORENSICS AND INCIDENT
Alinet

\/ Krizové fizeni
\/ AUDIT pripravenosti na RANSOMWARE utok

Jsme progresivni IT firma se
specializaci na kybernetické utoky.
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- DIGITAL FORENSICS AND INCIDENT
Alinet

RANSOMWARE utoky
Forenzni vySetifovani kybernetickych incidentt
Krizové fizeni

AUDIT pripravenosti na RANSOMWARE utok

SLUZBY KYBERNETICKE BEZPECNOSTI

Jsme progresivni IT firma se
specializaci na kybernetické utoky.
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RANSOMWARE utoky

Forenzni vySetifovani kybernetickych incidentt

- DIGITAL FORENSICS AND INCIDENT
Alinet A response

Krizové rizeni

AUDIT pripravenosti na RANSOMWARE utok

SLUZBY KYBERNETICKE BEZPECNOSTI

Jsme progresivhi IT firma se ,
specializaci na kybemetické l’lt°ky- : ¥ - NASTARTOVANI kybernetické bezpeénosti

ARCHITEKT kybernetické bezpecénosti dle ZoKB
Prehledové testy zranitelnosti
ISO IEC 27001, ISO IEC 62443, NIST CSF, NIS2

Zabezpeceni kritické infrastruktury
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- DIGITAL FORENSICS AND INCIDENT
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RANSOMWARE utoky
Forenzni vySetifovani kybernetickych incidentt
Krizové fizeni

AUDIT pripravenosti na RANSOMWARE utok

SLUZBY KYBERNETICKE BEZPECNOSTI

Jsme progresivhi IT firma se ,
specializaci na kybemetické l'ltoky. ‘ R NASTARTOVANI kybernetické bezpeénosti

ARCHITEKT kybernetické bezpecénosti dle ZoKB
Prehledové testy zranitelnosti
ISO IEC 27001, ISO IEC 62443, NIST CSF, NIS2

Zabezpeceni kritické infrastruktury

SLUZBA DETEKCE KYBERNETICKYCH
UDALOSTI

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



v/ RANSOMWARE utoky

- DIGITAL FORENSICS AND INCIDENT
Alinet
” | v Forenzni vySetrovani kybernetickych incidentt

\/ Krizové fizeni
\/ AUDIT pripravenosti na RANSOMWARE utok

- s SLUZBY KYBERNETICKE BEZPECNOSTI
Jsme progresivni IT firma se
spee.al.zae. na kybemetlcke utoky. NASTARTOVANI kybernetické bezpeénosti
ARCHITEKT kybernetické bezpecénosti dle ZoKB
Prehledové testy zranitelnosti
ISO IEC 27001, ISO IEC 62443, NIST CSF, NIS2

Zabezpeceni kritické infrastruktury

SLUZBA DETEKCE KYBERNETICKYCH
UDALOSTI

Proaktivni monitoring kybernetické bezpeénosti

Dohled kritickych assetti ve spole€nosti
Visibilita co se déje

Ochrana perimetru
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Otazka na avod?
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Kdo je u Vas zodpovedny
za provoz a udrzbu OT
systému z pohledu IT?




Kdo je u Vas zodpovedny
za provoz a udrzbu OT
systému z pohledu IT?

IT Oddéleni

X zarizeni
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Kdo je u Vas zodpovedny
za provoz a udrzbu OT
systému z pohledu IT?

IT Oddéleni

OT Oddéleni

X zarizeni . ,
3x zarizeni
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Oddéleni
Kybernetické
bezpecénosti

Kdo je u Vas zodpovedny
za provoz a udrzbu OT
systému z pohledu IT?

I¥ Oddeleni OT Oddéleni

X zarizeni . ,
3x zarizeni
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Utoky na Operaéni
Technologie
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A#® Alinet

v Kazda 3 organizace hlasi vice nez
6 a vice naruseni OT systému

OT utoky v roce 2024?
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https://www.fortinet.com/content/dam/fortinet/assets/reports/report-state-ot-cybersecurity.pdf

A#® Alinet

v Kazda 3 organizace hlasi vice nez
6 a vice naruseni OT systému

OT utoky v roce 2024?

v 55% OT organizaci zaznamenalo
systému s kybernetickym

utokem
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A#® Alinet

v Kazda 3 organizace hlasi vice nez
6 a vice naruseni OT systému

OT utoky v roce 2024?

0
v 50% OT organizaci zaznamenalo

systému s kybernetickym
utokem

- 43 % OT organizaci prislo o kriticky
data
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A#® Alinet

~ Utok na nezabezpeé&ené zafizeni
vzdalené spravy OT zafrizeni,
exploitace a nasledné proniknuti do
jiné vrstvy podnikové sité

Realné utoky v roce

2024? Neaktualizovana webova sluzba ,
umoznila pristup komukoliv do interni

Chtel bych se s Vami podélit o nékolik firemni sita

skute€nych  pribéhti z  forenzniho
vysetrovani z minulého roku. Sitové spojené IT a OT prostredi
zasifrovalo vyrobni spolecnost

Déelali jsme audit IT prostredi OT
prostredi audit nelze co kdyby
nahodou to prestalo fungovat ? :)
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A#® Alinet

Protoze OT systémy vzdy byly navrzeny
pouze pro funkénost nikoliv
kybernetickou bezpeénost

Protoze zivotnost OT systému je 10-30 |et!

Proc¢ utoky na operacni
Protoze OT systémy je heterogeni

teChm"OQle? prostredi, kde je peer systém dodavatel,
peer dodavatel vlastni 5G mobilni
pripojeni idealné rovnou do sité internet

Protoze hrozba utoku pres dodavatelsky
retézec je velmi €asta a bohuzel i realna

Protoze OT kyberneticka bezpeénost
DNES = IT kyberneticka bezpec¢nost pred
15 ti lety!

Protoze jsou zranitelnosti ve Firmware a
Software update a je slozity nekdy az
nemozny
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Jak by to melo dnes
vypadat?
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Flow Meter valve

gauge Pump'lfl|w

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



Alinet

S

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ

INTERNET

-

Level 4

ENTERPRISE ZONE

Enterpise zone

Monitoring
zone?

Maintenanca|Planning Piata

rous-ge

Flow Meter valve

mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz

gauge Pump'lfl|w




A#® Alinet - ' —

Level 4
= ENTERPRISE ZONE

Enterpise zone

\_
[ L Monitoring
: zonel

DMZ
= DMZZONE

rous-ge

A0 1 [ A 8
Water level o Thermametar g

Manomater  |jeater Flow Meter valve

gauge Pu mp valve

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ

INTERNET

-

Level 4
= ENTERPRISE ZONE

all Enterpize zone

Mair] Frame

-
4

Monitoring
zanel

4 Monitoring
zone?

= OPERATION ZONE

DMZ =
= DMZ ZONE hate
{ ) ( 0
\ g § 38 P
p —————
Level 3 |

[ I -

Thermametar
Flow Meter valve

. A [ @
Water level o

Menometar Heater

gauge Pu mp valve

mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz




Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ

INTERMET

-

Level 4
= ENTERPRISE ZONE

Waork Stafion

J

|
-

DMZ

Monitoring
zanel

4 Monitoring
zone?

= DMZ ZONE

\_
p

Level 3

= OPERATION ZONE
\_
-

Level 2

= SUPERVISOR ZONE
\_

||

B i b ]
[0 ()&
5]

ater level ontral

gauge Pu mp valve

o) [ H
Thermometer antral
Flow Meter valve

e i ]
. A [ @
Water level o

Menometar Heater

mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ

INTERMET

-

Level 4
= ENTERPRISE ZONE

Waork Stafion

J

|
-

DMZ

zanel

Monitoring

| Monitoring
zone?

= DMZ ZONE

\_
4

Level 3

= OPERATION ZONE
\_
4

Level 2

= SUPERVISOR ZONE
\_

| evel 1 BASIC CONTROL ZONE

¥

Memiometar

Water level @a

1] [ A &
Thermometer  Conmral
Heater Flow Meter valve

[0 ()&
5]
ater level ontral

gauge Pu mp valve

mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ

INTERMET

-

Level 4
= ENTERPRISE ZONE

Waork Stafion /

|
-

DMZ

Monitoring

zanel

| Monitoring
zone?

U DMZ ZONE Production Planning PG

\_
4

Level 3

= OPERATION ZONE
\_
(

Level 2

= SUPERVISOR ZONE
\_

Level 1 BASIC CONTROL ZONE

Level O Eh|®ﬂ Dﬂ‘l ‘ﬁ%ﬂ-ﬂl aber level

= 1/0 DEVICE ZONE Manometer  Heater Flow Meter valve gauge Purpvalve
..” Meéereni detekiory J

mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



INTERMET

4] N\
I'T

Level 4
= ENTERPRISE ZONE

_ ZONE

VAN
[ \ ( Monitoring
DMZ DMZ zonel

= DMZ ZONE
ZONE
\_ \_
4
4 A Level 3
= OPERATION ZONE

CONTROL || Level2

= SUPERVISOR ZONE

\_
ZONE L evel 1 BASIC CONTROL ZONE .
r -— — - - :I: f—— T :\
Level 0 . ) o' i = R e [ g W
= 1/O DEVICE ZONE Manometer ijegter Flow Meter valve gauge  Purp valve
K / ... _Meéreni.detektorv Yy

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



INTERMET

4] N\
I'T

Level 4
= ENTERPRISE ZONE

_ ZONE

VAN '
( \ ( Monitoring
DMZ DMZ zonel

J

= DMZ ZONE
ZONE
\_ \_
4
4 A Level 3
= OPERATION ZONE

Wide Area
Network

CONTROL || Level2

= SUPERVISOR ZONE

\_
ZONE L evel 1 BASIC CONTROL ZONE .
r -— — - - :I: f—— T :\
Level 0 . ) o' i = R e [ g W
= 1/O DEVICE ZONE Manometer ijegter Flow Meter valve gauge  Purp valve
K / ... _Meéreni.detektorv Yy

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



INTERMET

I'T

Level 4
= ENTERPRISE ZONE

_ ZONE )

Monitoring
zang|

DMZ DMZ

= DMZ ZONE

ZONE
N\ \§
s N (

Level 3
= OPERATION ZONE

Wide Area

e |CONTROL || Level 2

= SUPERVISOR ZONE

\_
ZONE L evel 1 BASIC CONTROL ZONE .
r -— — - - :I: f—— T :\
Level 0 . ) o' i = R e [ g W
= 1/O DEVICE ZONE Manometer ijegter Flow Meter valve gauge  Purp valve
K / ... _Meéreni.detektorv Yy

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



Wide Area
Network
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Jak zacit ?
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ldentifikovat a klasifikovat OT zarizeni,
diky které mate dostateCnou visibilitu

MIKROSEGMENTACE sité a sitovych ZON

~ Zaclenit OT systemy do bezpecnostnich
operaci a reakci na bezpecnostni
incidenty (SOC, DR a IR plany)

- »y
Jak zaclt ? Spravné navrzena architektura OT

NEbyt REAKTIVNI ale PROAKTIVNI

Ochrana zranitelnosti na perimetru
VSECH internett

Prehledové testy zranitelnosti/penetra¢ni
testy

Zalohy konfiguraci!
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Alinet

Jak opravdu zacit ?
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Ochrana perimetru

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz



A#® Alinet

'.SHODAN Explore Pricing & ’ (o} | Login

Search Engine for the
Internet of Everything

R
Shodan is the world's first search engine for Intemet- ¥ .
connected devices. Discover how Intemet intelligence can =
help you make better decisions. s 3
-
// EXPLORE THE PLATFORM
@ Beyond the Web s&2 Monitor Network Exposure s Intemnet Intelligence

part of the Internet. Use ho is usin

from power acc le frc nterne S v th r er time

5, refrigerators and

|: https://www.shodan.io/
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Potrebujete pomoci ?
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Do chatu

Napiste kliCové slovo ALINET spojime se s
Vami

Provedeme SCAN PERIMETRU ZDARMA

Zkonzulutujeme Vase potreby

Vyzadejte si s nami
schiuzku jiz NYNI
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Bezpecnostni
upozornéni na zaver
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A#® Alinet

F:=:RTINET.
15.1.2025

Password DUMP

Authentication
bypass
CVE-2024-55591

Zdroj: https://www.heise.de/en/news/Unknown-group-

releases-Fortinet-config-files-and-VPN-passwords-to-the-

darknet-10244238.html
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15 474 Fortigate cely svet (
)

Seznam je uz z roku 2022 !!

v zalozeny na zranitelnosti CVE-2022-
40684

v Aktualizovany 1/2024

v~ Sefazen podle zemi RU

Uzivatelské jména
Hesla (samoziejmé v plaintextu)

Full config fortigate (véetné certifikatu)
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https://www.heise.de/en/news/Unknown-group-releases-Fortinet-config-files-and-VPN-passwords-to-the-darknet-10244238.html

A#® Alinet

F:=:RTINET.
15.1.2025

INITIAL ACCESS

CVE-2024-55591
FortiOS/FortiProxy auth bypass

Password DUMP

CVE-2025-24472
Related auth bypass

MITRE: T1190, T133

Authentication
bypass
CVE-2024-55591

Targeted Data

Method

MORA_OO1-THREAT ACTOR

TARGET: FORTINET's CVE-2025-24472 and CVE-2024-55591

PRIV ESC PERSISTENCE

LATERAL MVMT EXFIL-RANSOM

ATTACK CHAIN

2. PRIVLEGE ESCALATION 3. PERSISTENCE 4. LATERAL MOVEMENT

Admin Creation
User: forticloud-tech
(super—admin profile)

Method:
jsconsole|https methods

MITRE: T1068

-

l

Account Creation

Multiple admin users &
schedule script

HA Configuration
Sync to backup firewalls

|

Firewall configs, VPN databases, Network maps

Encrypted HTTPS to actor infrastructure

'l MITRE: TI020 |

5. DATA INFILTRATION

{ MITRE: T1136.001, TI098 Il

Network Discovery
Internal firewall enumeration

Access Method
VPN Brute v1.0.2 tool

| MITRE: T1210

Ii

6. IMPACT - RANSOMWARE DEPLOYMENT

Ransomware Variant: SUPERBLACK

Modified Lockbit 3.0 with Imphash similarities to BlackMatte,
BlackMatter and connection to BrainCipher via Wiper

Extortion Strategy

Double extortion: data theft + encryption

Zdroj: https://lwww.heise.de/en/news/Unknown-grouj

releases-Fortinet-config-files-and-VPN-passwords-ic
darknet-10244238.html

MITRE: T1486, T1489 |

ACTOR SUMMARY

Type: Initial Access Broker & Ransomware Operator

Sophistication: Moderate to High

Alinet CZ s.r.o. Pod Hajkem 406/1a, Praha 8, 180 00, CZ
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A#® Alinet

F:=RTINET

15.1.2025

Password DUMP

Authentication
bypass
CVE-2024-55591

Zdroj: https://www.heise.de/en/news/Unknown-groug

releases-Fortinet-config-files-and-VPN-passwords-tc

darknet-10244238.html
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MORA_OO1-THREAT ACTOR

TARGET: FORTINET's CVE-2025-24472 and CVE-2024-55591

INITIAL ACCESS PRIV ESC

PERSISTENCE

LATERAL MVMT EXFIL-RANSOM

ATTACK CHAIN

CVE-2024-55591

FortiOS/FortiProxy auth bypass User: forticloud-tech

(super—admin profile)

CVE-2025-24472

Related auth bypass jsconsole|https methods

MITRE: T1190, T1133 MITRE: TI068
5. DATA INFILTRATION

Targeted Data
Firewall configs, VPN databases, Network maps

Method
Encrypted HTTPS to actor infrastructure

| MITRE: TI020 |

4. LATERAL MOVEMENT

Network Discovery

Multiple admin users & Internal firewall enumeration

schedule script

Access Method

Sync to backup firewalls VPN Brute v1.0.2 tool

| MITRE: T1136.001, TI098 | | MITRE: T1210 —
6. IMPACT - RANSOMWARE DEPLOYMENT

Ransomware Variant: SUPERBLACK

Modified Lockbit 3.0 with Imphash similarities to BlackMatte,
BlackMatter and connection to BrainCipher via Wiper

Extortion Strategy
Double extortion: data theft + encryption

| MITRE: T1486, T1489 |

ACTOR SUMMARY

Type: Initial Access Broker & Ransomware Operator

Sophistication: Moderate to High
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