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Appendix F: Securing Domain Admins Groups in !
Active Directory ého

As is the case with the Enterprise Admins (EA) group, membership in the Domain Admins (DA) group should be
required only in build or disaster recovery scenarios. There should be no day-to-day user accounts in the DA
group with the exception of the built-in Administrator account for the domain, if it has been secured as described
in Appendix D: Securing Built-In Administrator Accounts in Active Directory.

ZDROJ: https://learn.microsoft.com/en-us/windows-

server/identity/ad-ds/plan/security-best-practices/appendix-
f--securing-domain-admins-groups-in-active-directo
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RANSOMWARE?
Kolik mame ¢asu?
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Casova osa RANSOMWARE atoku ...
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Casova osa RANSOMWARE atoku ...

5:04
eskalace

opravneéni na
doménového
administratora

-« OVIadnuti sité trvalo pouhych 88 minut !
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Casova osa RANSOMWARE atoku ...

i 9:52
eskalace Distribuce GPO
opravnéni na Sifrovaci ulohy =
doménového zas ifrovéni_server a
administratora stanic

-« OVIadnuti sité trvalo pouhych 88 minut !
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zabezpeceni
privilegovanych
uctu ...
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JASNE centralni fizeni privilegovanych
uctu

OPRAVDOVE vyuziti least privilege
access = minimalni opravneéni

Vyzvy a cile zabezpeceni MAXIMALNI pfehled o VSECH aktivitach

= Y TN privilegovanych ucti (video, metadata,
privilegovanych uctu oay)

VYNUCUJE restrikce pro pripojeni k

systémum (rotace hesel, délky hesel, peer
server administrator, just in time
administrator, dodavatelé)

JEDNA ZABEZPECENA PLATFORMA pro
spravu vSech privilegovanych uc¢tia napric
segmentem IT (AD, NETWORK, SQL,
linuxy, managementy)

BENEFIT soulad s legislativou = NIS2
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Co jsme udelali ...
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Co jsme udélali

Alinet CZ s.r.o. Pod Hajkem406/1a, Praha 8, 180 00, CZ

Vzali jsme jednu z TOP PAM na svete
ODDELILI od infrastruktury !
MAXIMALNE zahardenovali

VSE ENTERPRISTE ( HW, HA, OS,
support)

ZAINTEGROVALI service desk a Log
management

Dodali nase Know-how z realnych
utoku

~ VSE zautomatizovali

~ To VSE do HW appliance PAM

mobil: +420 774 077 108 e-mail: info@alinet.cz web: www.alinet.cz
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JEDINE rozhrani jak se pfihlasit
privilegované do systému,
managementu atd.

Vﬁstup je APPLIANCE Uzka Integrace s JUMP servery

Jednoduse vyreseny pozadvky
dodavatell a na privilegovany pristup

Napojeno do viastniho SOCu, vime o v
¢em VCAS

Analytické nastroje a reporting

Dodali nase Know-how z realnych
utoku

To VSE do HW appliance PAM
NO CLOUD pouze onpremise
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DODAVATEL
ADMIN opravnéni

uzivatelské jméno
heslo

nemame kontrolu nad ...

... zarizenim
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Firemni VPN server

AT

WWW

AN~

Interni sluzby

lokalni administrator
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ADMIN opravnéni

uzivatelské jméno
heslo

nemame kontrolu nad ...
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Firemni VPN server

AT

WWW

Xz’

Interni sluzby

lokalni administrator
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DODAVATEL
ADMIN opravnéni

uzivatelské jméno
heslo

nemame kontrolu nad ...
... zarizenim
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Firemni VPN server

AT

WWW

Xz’

Interni sluzby

lokalni administrator
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,‘i};’“ﬁ?;,koprévnéni Firemni VPN server Interni sluzby
./ uZivatelské jméno _ e
.~ Heslo lokalni administrator

s 7?7 ...88 minut
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ADMIN opravnéni Firemni VPN server Interni sluzby

./ uZivatelské jméno
.~ Heslo

lokalni administrator

L, 2777? ...88 minut
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Jak by to melo dnes
vypadat?
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Administrator
nebo dodavatel
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Administrator PAM appliance

nebo dodavatel
MFA ovéreni

Prifazena role
Minimalniho opravnéni
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Administrator PAM appliance JUMP server
nebo dodavatel

.~ MFA ovéreni
 Prifazena role
.~ Minimalniho opravnéni
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Administrator PAM appliance JUMP server Interni sluzby
nebo dodavatel

.~ MFA ovéreni
 Prifazena role
.~ Minimalniho opravnéni
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Administrator PAM appliance JUMP server Interni sluzby
nebo dodavatel

.~ MFA ovéreni
 Prifazena role
.~ Minimalniho opravnéni
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PAM360 Architecture diagram

Linux / [BMADX
a Solaris

&Svmase "

HP UNIX

APPLIANCE
DATABASES UNIX DEVICES

S5H/ Telnet
22/23)
JDBC -,
SOL Console ’:ié
Sessions |»§‘ Jump Server
Windows - Servers,
Workstations and endpoints Jump Server
RDP ‘.55

P (3389) =
- =

WINDOWS DOMAIN
a
N WM

Windows service (135,139, 445)
accounts management
|
>,
;;3_ Jump Server
SSH /Telnet CLOUD APPS
(22/23)
4 PAM
NETWORK DEVICES a APPLIANGE
AWS 1AM

IS M5 Azure Rackspace
@ Salesforce
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P
—_— AD /LDAP / AWS / AZURE
PAM360 e
=
Jump Server .
PRIMARY SERVER &
%
e RDP
3389
PGSQL/ MSSQL
(3456 /1433)
=
p§ 8283 ( Remote Desktop, SSH)
: al
<}
~ 8282
[ 4 <
>
%
:
WEB CLIENT/
8282 6622 MOBILE APPLICATION

PGSQL/ MSSQL
(3456 /1433)
‘. - -
PAM360
SSHAPI
REST AP

Applications (through API)

SECONDARY SERVER
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Remote Connections

All My Connections

Owned and Managed
Favorites

Recently Accessed

Web App Connections
HTTPS Gateway Connections
Secure Flle Transfes

Folders

Applixace
amenove kontrolery
MySOL Server

4 Delault Groups

myvachvik's Default Group

= & Resources

Name v

-:'.p

APPOY
172.30.244 253

pcom

172.30.244.252

Linux
172.30.244.254
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Accounts

Domain Accounts 1

DCot

E3

£

Admenistrators

Lasa! Accounts
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Log Recoiver AP

Compllance Search Co:e‘.amn Alernts Settings

Events Overview  Network Overview  Security Overvien Incident Qverview Threat Analytics 8 Log Scurces Today ol T B

All Events Windows Events Sysiog Events All Devices
St

168K 168K 16 5 S
NI
ST

A 47679 (35.37%) A 47668 (39.36%) A 11 (220.00%) Vit All Devices ST

® Fallure 156033 & Success 11187 & [nformation 16
® Information 1541

Recent Alerts
Logs Trend Top 5 Devices e Uoclated Thd
M
2 (D) ™o Data Avaiabie
e W & o1 Please choose & differant tene range
- ® dct
s rhel-nodel
Security Events Windows Severity Events
Report Name Count ™
Logon 128918 & 23086 {21.81%) =
= Ik
Account Logon 34954 a 27361 (360.35%) = I
Account Management 0 a 0(0.00%) : -
Oblect Accoss 15 v @ 1-37.50%) < e & . [remng
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Potrebujete konzultaci ?
Otazky ?
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Alinet CZ s.r.o.

} Alinet

Cyber: Security, Ransomware Incident Response

9555 Jakub Alimov

www.alinet.cz jakub.alimov@alinet.cz +420 774 077 108
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