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Identity solutions

Workforce

Two-factor authentication,
electronic signature and seal,
secure employee identity
and PKI systems for your
organization.

Customer

Solutions for strong customer
authentication in your digital
channels and applications.

i

Citizen

Electronic identification
documents personalization
systems, authentication
and sensitive data security.
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Certificate Lifecycle Management (CLM)
Key Management Server (KMIP protocol)

2 A

CLM KMS [ KMIP

Certifikaty /[ PKI Symetrickd kryptografie
Asymetrickd kryptografie Sifrovani



Aktudlni situace zakazniku

Automatizace (i kdyz ¢asto formou interniho skriptovani)
Velky focus managementu na Usporu ¢asu v této oblasti
Ddraz managementu na kvalitu v této oblasti

Systém compliance pravidel

e Rucni evidence v excelovych tabulkach

e ZAdnda automatizace

e Nepirilis velky dliraz na bezpecnost - kdo mUze zadat o jaké certifikaty, resp.
s jakymi identifika€nimi daty zadatele
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=
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Admin [ Uivatel
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Certificate Lifecycle Management

Vstupni rozhrani

Grafickd udFivatelské rozhrani
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Visualizoco
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Visibility & Discovery

£ cm

Home
Tenants

Security

SCEP

o

Manual enrollment

CLM certificates

£

PKI certificates

oo

Certificate Discovery

Truststore

)

Audits

T
|=

Motification

D

ProlD

11/16/202512:16:07 PM

Valid certificates by type

B ACME m EST m SCEP m ManualEnrollmant

Discovery

N/16/2025 12:16:07 PM

Valid certificates by CA

Count Name
945 CEZDISTRIBUCE SEC USER CA
564 Certificate Authority Lauriane
361 Certificate Authority 01 for-CYPRESS
132 Default certificate authority

105 Discovery certification authority

WhE 12025 1216:07

16/202512:16:07

Expiring certificates in days

1/16/2025 12:16:07

Valid certificates by profile

Name

» ACME - testovaci profil
55 CA Profile Lauriane
I CA Profile 01 for-CYPRESS
37 Discovery certificate profile
CA Profile Hilton
28 Rilu Test
3 Profile 101106

Profil 100942

PM

PM

E Language: | English '| @
. ’ -




Visibility & Discovery

E Language: | English

B cm
Home | Certificates

Certificate filtering

ne
50 Home

Tenants

Certificate authority name ‘ = Mot selected -

@l Security Certificate profile | - Not selected -

EEE’;? RA Valid from ‘ dd.mm.rrrr (] |To dd.mm.rrrr

& ACME valid to | 23.06.2025 o | To | dd.mm.rrr

Serial number serial number
ST
Certificate name Certificate name
SCEP
Subject Subject

& Manual enroliment
DNS names DNS names

g‘;’} Certificates lssuer

£ private keys Source ‘ - Not selected -

Exclude expired certificates O
® Revocation
Exclude revoked certificates 0 [:|

& PKI certificates
6% Certificate Discovery

'E‘: Truststore

Certificates

ProlD




Visibility & Discovery

£ cm

DD
al Home

@ Security

> ra

/6 ACME

g@ Manual enroliment
& Certificates

@ Private keys

® Revocation

$E Audits

Q Notification

Certificate authority name

CANEW

Serial number
Revoked
Valid from

Valid tc

Thumbprint
Issuer
Source

Private key

Extensions

UPN name

Email name

URL name

Template

Subject key ID

Auth key ID

Y, Download certificate

3F00001B1239285A51429C59D3000000001812
No

6/20/2025 9:47:20 AM

6/20/2026 9:47:20 AM

X Revoke certificate

CN=clm.mvcr.loc

clm.mvcr.loc
DIADES004115658B89279FB499D0B5288319AEB3
CN=CANEW, DC=mvcr, DC=loc

ACME

No

cilm.mvecr.loc, cacluster2.mvcr.loc, est.mvcr.loc, Isi.mvcr.loc

1.3.6.1.4.1.311.21.8.14192724.4682562.14827945.714657.14454345.186.6783213.92878
98

BIANN2363A117DC2E88714D252115E7AAI7A3AF
05 79 5E 88 DB 36 F3 27 5A OE 60 13 A6 96 DB EE B3 94 C1 27

g Language: VEnglish '| @




Discovery Across Environment

g Language: |l.Enin$h - J @

£} cwm

@ Security
Eg‘? RA

% All discovered certificates Expiring certificates in days Number of devices by platform

. Certificate Discovery Dashboard

4 ES
% SCEP

E“} Manual enrclliment

CLM certificates .

g“;} PKI certificates
mO0-30 m30-60 wB0-90
1 Dashboard
Devices
History
Agent Configuration
e Truststore
Audits

[ 1 MNotification

ProlD




Discovery Across Environment

g cm

Home | Devices

Devices

(=

)

b

&

PR R R

£

&% Certificate Discovery

o

R

Da Home

Tenants

Security

Manual enroliment

CLM certificates

PKI certificates

DB Dashboard

History

Agent Configuration

Truststore

Audits

Notification

Device filtering

Devices

Discovered
6/20/2025 4:40:35 PM
6/20/2025 6:1:02 PM
6/20/2025 7:24:26 PM
6/23/2025 71130 PM
6/23/2025 8:16:49 PM
6/24/2025 7:56:39 PM
6/25/2025 112:32 PM
6/26/2025 3:48:00 PM
6/30/2025 1:05:17 PM

7/1/2025 1:34:55 PM

Synchronized

6/20/2025 4:40:34 PM
6/20/2025 6:11:02 PM
7/3/2025 1:37:55 AM
6/30/2025 15211 PM
6/23/2025 8:16:48 PM
6/24/2025 7:56:38 PM
6/25/2025 £12:32 PM
7/2/2025 1114:54 AM
6/30/2025 1:05:17 PM

7/1/2025 134:55 PM

Machine name

- Not selected -

‘ dd.mm.rrrr

‘ dd.mm.rrer

Piotform

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Linux

Linux

MocOs

IP address

172.27.184.202

172.27.184.129,169.2542.28

172.30.818,172.27.184.206

172.27.184.98,172.28.2.98

172.27.184.80

172.27.184.72

172.27.184.22

192168.2.114,192.168.16.1,192.168.32.1,172.31.150.243

192168.2.114,192.168.16.1,192.168.32.1172.31.150.13

192.168.2.120,172.31150.220

Certificotes (all [ expiring [ expired)
26/1/2
o/o/o
o/o/o
1“j2/7
o/ojo
o/ofo
o/ofo
33/o/e
ofo/o

1/o/o




£ cm

gﬁ Home

[7] Tenants
@] Security
> ra

4 acme
% EsT

%’E SCEP

Device

Ev’ﬁ Manual enroliment

CLM certificates

év’: PKl certificates

=3
a0 Dashboard

Serial number

History
Pﬁ: Agent Configuration

Truststore

Motification

SECHP-CA-CMS01
SECHP-CA-CMSO01.SEC.CEZD.CORP
Windows

172.27.184.202

6/20/2025 4:40:34 PM

SEC.CEZD.CORP

VirtualMachine

vmware, inc.

vmware7,]

XG4

Microsoft Windows Server 2022 Standard
Server

True

False

00505692881
cabelcd7-5cba-4274-bdf7-d799db708065

Subject

CH=acme-dev.sec.card corp
SERIALNUMBER=IC-27N12489, 0ID.2.54.97=VATCZ-27TII2 .
CH=TBO CertRegApi Login, C=CZ
CH="CN=DTSXD-DPU-20230926-1.dts.cead.corp’, SERIAL

CH=Monel Renewal Test CA, O=Monel, C=CZ

CH="CN=DTSXD-DPU-20230926-1dis.cezd.corp’, SERIAL ...

CH=CEZ DISTRIBUCE SEC USER CA, O=CE2 Distribuce a. ..

CH=CEZ Root CA2, O="CEZ as”, C=C2

CH=cim-outo.sec.card.corp

CH=Acrme C5R Signalure

Discovery Across Environment

IS8 e

CH=CEZ DISTRIBUCE SEC USER CA, O=CEZ Distribuce a. _

CH=TEST = ACA&ID - Qualified Issuing Certificate [

CH=KB Interni CA Osobni, O=Komearcni bonka as, C= ..

CH=CEZ DISTRIBUCE SEC USER CA, O=CEZ Distribuce

CH=KB Reol 3 CA, O="Komeréni bankg, a.s.”, OID.25 ..

CHN=CEZ DISTRIBUCE SEC USER CA, O=CE2 Distribuce a. .

CHN=CEZ Root CA2, O="CEZ, as’, C=CZ

CH=CEZ Root CA2, O="CEZ, as’, C=CZ

CH=CEZ DISTRIBUCE SEC USER CA, O=CEZ Distribuce a.

CH=CEZ DISTRIBUCE SEC USER CA. O=CEZ Distribuce a. _

DNS names

acme-dav sac.cerd corp, acmeclienlLsac.cerd conp, .

clm-aulo.sec.card.corp

o ~) @

anguage | English

IP address  Valid from

6/28/2025 10:37:31 AM

412025 7-4%:21 AM
8/1/2023 1:04:27 PM
6/23/2025 15211 PM
1/2/202510:04:28 AM
6132025 3:29:22 PM
3/24/2022 2:03:21 PM
7/10/2018 9:42:48 AM

6/4/2025 5:28:34 PM

10/31/2023 12:38:29 PM

Valid to

6/28/2026 1C
412026 7-4¢
810/2025 1.0
6/23/2027 2
1120/ 2025 10:
g13f2027 3=
3f24f2032 2
7/10f2039 o
6f4/2027 52

10/30/2025 1




£ cm

:|I'J
:D Home

Tenants

Security

SCEP
Manual enrollment

CLM certificates

g@_ PKI certificates

&% Certificate Discovery

02 pashboar
EID Dashboard

OQCJ Davices

History

(c'[a Agent Configuration

Truststore

Audits

Notification

Home | Devices

Certificate Discovery History

History filtering

Date

71/2025 3:35:26 PM
7/1/2025 3:35:25 PM
7/1/2025 3:35:24 PM
7N 2025 33523 PM
71J2025 2:35:23 Pm
712025 3:35:22 PM
7/1/2025 3:35:21PM
71{2025 3:35:21 PM
72025 2:35:21 PM
7/1f2025 2:35:21 PM
712025 3:35:20 PM
7N/ 2025 3:35:20 PM
7/1{2025 3:35:20 PM
7/1{2025 235:20 PM

712025 2:3519 PM

Operation

Certificate linked to device
Certificate linked to device
Certificate linked to davice
Certificate linked to device
Cartificate linked to device
Certificate linked to device
Certificate linked to davice
Certificate linked to device
Certificate linked to device
Ceartificate linked to davice
Certificate linked to device
Certificate linked to device
Centificate linked to device
Certificate linked to device

Certificate linked to device

Discovery Across Environment

English

K ©

Certificate linked to device

.a

dd.mm.rrer

dd.mm.rrer

Certificate




Full Lifecycle Automation

Support of standardized protocols:

O

ACME (Automated Certificate Management
Environment, RFC 8555

SCEP (Simple Certificate Enrollment

Protocol, RFC 8894

EST (Enrollment over Secure Transport, RFC 7030

H(y

Devices

I
Servers

3,

Network

SCEP

ACME

EST

REST

CLM



MONET+ ACME

' Koncepce ACME EAB (External Account Binding) - strucné vysvétleni

ACME EAB je mechanismus, ktery umoznuje overit, ze ACME klient patri k urcité organizaci nebo uctu, jeste

VeFejné ACME CA: pred tim, nez si u CA zalozi ACME Account.
o DNS /[ HTTP challenge, nebo: ¥ Jak tofunguje v kostce:
o ACME External Account Binding + DNS / HTTP Challenge 1. Server (CA / CLM) vytvori pro uzivatele KID a HMAC klic.
. 2. Uzivatel tato dve data vlozi do ACME klienta.
MONET+ ACME: 3. ACME klient pomoci téchto hodnot vytvori specialni podpis (JWS), kterym se pfi zakladani ACME uctu
o ACME External Account Binding prokaze.
m ProcC feSit ACME challenge v internim perimetru? 4. Server ovéfi podpis pomoci HMAC a pokud sedi, vi, 7e:
o MONET+ ACME flow: * KID je spravny,

¢ uzivatel ma povoleni ACME ucet zalozit,

* Ucet se spravne “navaze” na prislusneho tenant/uzivatele.

Generate KID / HMAC key Request certificate Return certificate

—

CLM
Portal ARG

UzZivatel ACME =
Client Certificate
Authority

ﬁ 0 oy ﬁ




ACME Clients Implementation

https://letsencrypt.org/docs/client-options/

Bash

¢ GetSSL (bash, also automates certs on remote hosts via ssh)

* acme.sh {Compatible to bash, dash and sh)

s dehydrated (Compatible to bash and zsh)

» ght-acme.sh (batch update of http-01 and dns-01 challenges is available)

* pacme (simple yet complete scripting of certificate generation)

* OpenB5D acme-client

* uacme

* acme-client-portable

» Apache httpd Support via the module mod_md.

« mod_md Separate, more frequent releases of the Apache module.

» CycloneACME (client implementation of ACME dedicated to microcontrollers)

C++

s acme-lw

» esp32-acme-client allows loT devices to get certificates

Clojure

¢ certificaat

Configuration management tools

Ansible acme_certificate module

Ansible collection: acme (ACME V2 integration with acme_certificate module. Supports multiple providers for challenges)

Pulumi ACME Provider

Terraform ACME Provider

D

s acme-lw-d



MONET+ ACME

L

User CLM Portal | | ACME Client ACME Server Certificate Authority

Login : .
Generate KID + HMAC key :h: :

< Display KID + HMAC : !

Configure ACME client :
(KID + HMAC) |

Create Account (signed with HMAC) -

Validate KID/HMAC |
| Create ACME Account :

! -

: . Account Created

| NewOrder - |
Check if ACME Account '
' was created using this I{IDIHMAC !

: Authorization OK

, -

: Request certificate issuance - :
: Verify client '

Request certificate issuance

}rl

- Issue certificate

[ < Return certificate

Deliver certificate

U%r CLM Portal | | ACME Client ACME Server Certificate Authority |



CLM jako ACME klient

e Vydavani certifikatiti z Let’s Encrypt (¢&i
jinych vefejnych ACME CA)
e CLM jako ACME client

o Certifikat s klicem muze byt ddle

importovdan do koncovych systému
o Napfr. odeslan na F5, viz dalsi slides D 6 G
e Pripadné mozné pouzit v jakémkoliv

stavajicim scénari CLM, i joako ACME CA

proxy, komunikace na CLM ACME Server,

ndsledné vydani certifiktu z verejné CA



ACME DNS Identifiers

E Language: | English - c‘-')
-

.., A

C o ACME profile

DC‘I
al Home

Mame @ ACME Profile

Tenants )
(2]

Description

ACME Profile

"

@ security EAE key type a

> Rra Account key type @ Permanent

-

&% AcME scenario @ ACME Test

.

Roles @ Security

(@ AcME profiles
_|_
% EAB management

)
— Accounts

— Orders Identifiers )

Value

SCEP
domena.cz

)
,f\;'ﬂg Manual enrollment sub domena.com

mujweb.pro.info

CLM certificates

Qé PKI certificates

domena-s-pomickou.net
123.cisla.org
qu Certificate Discovery * domenanet

*.sub.domena.org

P rO I D << *.e-shop.co.uk




CSR Validation

E Language: | English ~r| @
. _— g

algorithms @ [] RSA 2048

[] rsA 3072

[C] rsA 4096
[] ECDH_P256
ECDH_P384
ECDH_P521
ECDSA_P256
ECDSA_P384
ECDSA_P521

Roles 0
Administrator
CLM_Security _Admins

£/ EST

Cancel
4 scep m
.ﬁ, Manual enroliment

Subject names @

@ Profiles

Eu’: Enrollment Type Min. cccurrence Max. occurrence Default value Regex Usage

. CommonName Allowed
CLM certificates
& PKI certificates

% Certificate Discovery

Subject alternative names @

Truststore

: Audits .
Type Min. occurrence Max. occurrence Default value Regex

DnsMame 1 A(2\"\.monetplus\.czl(?:[A-Za-20-8] (?:[A-Za-20-9-]{0,61}[a-Za-zl

[




CSR Validation

E Lungu;:gc:zEnglish v-.| @
A
£ cm

Subject alternative names
EE Home

Tenants Type (7] |Dnsr~.|t:|me

@ Security Label 9 [:DNS

E;T;"? o Usage @ | Allowed

Value source | User

@/ ACME

£ EST
zg SCEP

Min. occurrence 9
Max. occurrence 0

Default value e

& Manual enroliment Editable

rRegex @ | =\ *\.monetplus\ .cz|(?:[A-Za-20-9] (?:[ A-2a-20-9-]{0,61} [A—Eu—zD—Q])?"i.)‘r.]

@ Profiles

Cancel
& Enrollment

CLM certificates

5“’% PKI certificates
rij Certificate Discovery
Truststore

Audits

ProlD




MONET+ EST / SCEP

Sitové a dalsi prvky:
o 30000+ prvkd spravovanych CLM MONET+
o napf. kritickd infrastruktura statu

s :\g g g
_F T O O
gl 000 | o
4 O |—'|—'| =
Elektricka sit Zdravotnictvi

Doprava Viadni budovy



Manualni vydani certifikatu

Certificate name

Algorithm

Generovani kliéu v CLM

o ndsledné stazeni certifikatu a klice
m PFX, PEM, JKS

Common Name

Organizace
[

Importem vytvorené zadosti o certifikat

emeé

Interni CA i vefejna CA (ACME CA) NS

Note

Available subject names

[ Test certifikat

[ ECDSA_P52]

Subject name

server Monet
Monetplus _ﬂ-ﬂ
cz ]
Subject alternative name
[monetplus.cz ] -ﬂﬁ

Additional information

Available subject alternative names

_~



F5 management

e Automatizovana sprava certifikatu F5
e Zavedeni [ pfehled F5 prvk{

e Prvotni vydani certifikatu

e Automatizovand obnova certifikatu

e Pfes management rozhrani F5

(... %,

CERTIFICATE
LIFECYCLE

MANAGEMENT
. J/




F5 management

Step 1: Upload the SSL Certificate

First, we need to upload the SSL certificate file to the BIG-IP system.

'_

LS

curl -1 -sk -u admin:your-password -X POST \

-H "Content-Type: application/octet-stream” \

-H "Content-Range: ©-1253/1254" \

--data-binary "@test.crt”™ \
https://<BIG-IP-ADDRESS>:8443/mgmt/shared/file-transfer/uploads/mycert.crt

Step 2: Upload the Private Key

Similarly, upload the private key file:

'_

[ L ]

curl -1 -sk -u admin:your-password -X POST \

-H "Content-Type: application/octet-stream™ \

-H "Content-Range: ©-1253/1254" \

--data-binary "@test.key™ \
https://<BIG-IP-ADDRESS>: 8443 /mgmt/shared/file-transfer/uploads/mycert.key

Step 3: Install the SSL Certificate

Once uploaded, install the certificate on the BIG-IP system:

|_

[N L ]

curl -sk -u admin:your-password -H "Content-Type: application/json”™ -X POST

L1} n m (1

-d "{"command"”:"install", "name":"mycert”,"from-local-file":"/var/config/res

https://<BIG-IP-ADDRESS>:8443/mgmt/tm/sys/crypto/cert

Step 4: Install the Private Key

Next, install the private key:

curl -sk -u admin:your-password -H "Content-Type: application/json”™ -X POST
-d "{"command”:"install","name”:"mycert”,"from-local-file":"/var/config/res
https://<BIG-IP-ADDRESS>:8443/mgmt/tm/sys/crypto/key

|_

[N

Step 5: Update the SSL Profile

Finally, bind the new certificate and key to an existing clientssl profile:

1 | curl -sk -u admin:your-password \

2 -X PATCH \

3 https://<BIG-IP-ADDRESS>:8443/mgmt/tm/1tm/profile/client-ssl/clientss]l te
4 -H "Content-Type: application/json”™ \

5 d

6 “cert”: "/Common/mycert™,

7 "key": "/Common/mycert”

3 b




CLM protokol pro automatizaci vydavani certifikatu

e Vyuziti discovery agentu pro vydavani certifikatu
e CLM discovery agenti mohou slouzit jako agenti pro vydavani
certifikatu .
Discovery
e Vlastni automatizaéni protokol Agent

Windows

e Velky potencidl

e Feature s obrovskou pridanou hodnotou

o Neumi seriozné reSit ani globalni konkurence

Discovery
Agent

Linux

CLM Portal

Discovery
Agent

MacOS



Notifikace

e
0
2

B 3o P ® P Q]

T

O

Manual enrollment

CLM certificates

PKI certificates

Certificate Discovery

Truststore

Notification

r

Home | Email history

Filtering emails

Date from

Event type

Notification profile

Error

Recipient

State

E Language: | English

dd.mm.rrrr

.

%,

a TD: dd.mm.rrrr

~

- Not selected -

- Not selected -

= Not selected -

.

Email history

MNotification tasks
Date Recipients MNotification profile Event type

ﬂ]]l] Templates

®

3
=

-
=E

s

Notification profiles

Notification queue

Email history

SMTP configuration

ProlD

13.06.2025 16:38:52

13.06.2025 15:57:52

13.06.2025 13:40:52

13.06.2025 13:30:52

13.06.2025 13:13:52

13.06.2025 13.:07:52

13.06.2025 13:06:52

13.06.2025 13:03:52

13.06.2025 13:00:52

bockino.t@gmail.com, bocek.tomas?@gmail. com
bockinotg@gmail.com, bocek.tomas7@gmail.com
bockinot@gmail.com

bockino.t@gmail.com, bocek.tomas7@gmail.com
bockino.t@gmail.com, bocek.tomas7@gmail.com
bockino.t@gmail.com, bocek.tomasT@gmail.com
bockino.t@gmail.com, bocek.tomas?@gmail.com
bockino.t@gmail.com, bocek.tomas?@gmail.com

bockino.t@gmail.com, becek.tomas7?@gmail.com

PROFILE - Davonte

PROFILE - Davonte

PROFILE - Davonte

PROFILE - Davonte

PROFILE - Davonte

PROFILE - Davonte

PROFILE - Davonte

PROFILE = Davonte

PROFILE - Davonte

Certificate expired
Certificate expired
Certificate expired
Certificote expired
Certificate expired
Certificate expired
Certificate expired
Certificate expired

Certificate expired




Notifikace

ACME Server Notification
Date and time of notification: 26.06.2025 23:56

Dear administrator,
A certificate has just been issued using the ACME protocol with the internal
ACME server.

Details of the issued certificate(s):

|ssuer CMN=CANEW, DC=mvcr, DC=loc

lssued for d c:mcinfs} clmmverloc, cacluster2 mvcrloc, est.mverloc, Isimverloc
Validity (from~-ta) 26.06.2025 23:45 - 26.06.2026 23:45

Serial number 3F00001B236BAEFSDSDAGETDABOOO0D00ME23

Thumbprint S40BIATI2EES532BTIB4TTSABAL4ATAEGIGADSB3SC

This message was generated automatically, please do not reply.
© PKI Infrastructure Services 26.06.2025 23:56.



Audit

E%; RA

£/ ACME

% EST

5w/ SCEP

g’é- Manual enroliment
CLM certificates

@ PKI certificates

ﬂg'rj Certificate Discovery
E Truststore

$2 Audits

4o
[E Events

Home [ Event filtering

. Eventfiltering

Code
Name

1=1
Application
Entry type
Date from
Module
Module type
Entity
Operation
Metadata type
Metadata value

Correlation ID

Language: | English

| - Mot selected -

Application

P

- Mot selected -

dd.mm.rrrr

k,

i

| | To | dd.mm.rrrr

| - Not selected -

- Mot selected -

| - MNot selected -

| - Not selected -

i

- Not selected -

Metadata value

Correlation ID




Audit

Event detail

Code 1713

Name ACME_RUN_Order_Finalize
Date 21.06.2025 10:00:06

User clm_server

Application Audit.Shared.OrderController

Entry type Information

Correlation ID dfefd279-4680-4de3-863a-edd46bbf5474 (B

Expanding data

AcmeOrderCode jsLGalJdwOmFWOQIDITFug
AcmeAccountCode  80-L3eCR-0CDBo6v-z_BuA

CsrSubject CN=acme-dev.sec.cezd.corp
SubjectKeyldentifier 8BI6B63858E2AADIAFA3FEEAOFBE50A0185D884E




Key Management Server (KMIP protocol)
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KMS [ KMIP

Symetrickd kryptografie
Sifrovani

- zdalohy

- VMWare

- DBs

- atp.



"What is it?" ProID) Key Manager (KMS)
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Language
(KMIP Protocol)

Language
(PKCS#11 Protocol)

CLIENT
for data backup) (our KMIP Server) (HSM)

|
I
|
|
|
(e.g. CommVault used : Broker
|
|
|
I
|

Broker (KMIP Server)
Manages the entire lifecycle of all keys (creation, policy, destruction) and acts as the
secure intermediary between applications and the HSM Vaulit.

Vault (HSM)
This is where the master encryption keys are physically created and securely stored.

Language (KMIP & PKCS#11 Protocols)
KMIP: Allows “The Broker” to talk to client applications (e.g, CommVault).
PKCS#11: Allows “The Broker” to talk to the certified hardware (HSM).

Key Benefit: Centralized, audited control over keys protected by the highest hardware
standard.



Key Management Server (KMIP protocol)

KMIP Server 1.0 MVP Deployment
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Key Management Server (KMIP protocol)

o , Provides keys to applications (e.g. Commvault) for encrypting
e Klicove vlastnosti: data before it is stored on disk or tape.

o Standardizace (OASIS KMIP) .. .
Manages keys for encrypting Virtual Machines (VMs) and

o Vice verzi protokolu disks (e.g. in a VMWare environment).
o Centrdlni sprava klicu

e Otestované scéndre:
o VMware vSphere/ vSAN Encryption
o Databdzova Sifrovani
o Z&lohovaci SW (napi. CommVault)
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