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Identity solutions

a

Workforce

Two-factor authentication,
electronic signature and seal,
secure employee identity
and PKI systems for your
organization.

Customer

Solutions for strong customer
authentication in your digital
channels and applications.

Citizen

Electronic identification
documents personalization
systems, authentication
and sensitive data security.
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Technologicka identita

O Technologicka identita je jednoznaéné a = BRI lgi
ovéFitelna identita ne-lidského subjektu v R = . 7)) i R

f

IT prostFed. RTINS
O Umozfuje systémim, aplikacim a zafizenim T it 0
prokéazat, kdo jsou, o bezpecné spolu
komunikovat bez zGsahu ¢Clovéka.
o Realizovana:
m digitalnim certifikatem
m kryptografickym klicem
|




Co muze mit technologickou identitu

e servery a virtudlni stroje

+

e |
—

e aplikace a mikroservisy

Servery a
virtualni stroje

e sitova zarizeni
(load balancery, firewally)

Sitova zarizeni
(load balancery, firevally)

e |loT a OT zarizeni

e kontejnery a cloudové workloady

L=

j_i

010

Aplika

ce

a mikroservisy

E“ [

loT a OT
zarizeni

PoCet technologickych identit nGsobné prevysuje lidské identity

Op-{api]

API a integracni
rozhrani

Kontejnery
a cloudové workloady



Pro¢ vydavame certifikaty
technickym prvkum?
Bezpeénost komunikace

e Sifrovani dat

Duvéryhodna identita systému

e Vime, kdo s kym mluvi
Nahrazeni hesel

e mMensi riziko Uniku
Automatizace

e bezrucnispravy

Soulad s regulacemi

e audit, dohledatelnost




Scéndre pouziti certifikatu
1. Autentizace mezi systémy (mTLS)

e VvzAjemné ovéreni server — server nebo sluzba « sluzba

2. Sifrovani komunikace

e ochrana dat za béhu (in-transit)
o TLS/HTTPS

3. Zabezpeceni APl a integraénich rozhrani

e autentizace klienta pomoci certifikGtu misto tokenu nebo hesla



Scéndre pouziti certifikatu

4. Cloud a kontejnery (workload identity)

e identita pro:
o kontejnery
o Kubernetes pody
o cloudové sluzby
e kratkodobé certifikaty

5. 10T [ OT zafizeni

e jednoznacnda identita kazdého zarizeni
e bezpecné pripojeni k backendu

6. Autentizace servert a sitovych prvku

e load balancery, firewally, reverse proxy
e bezpeCnd komunikace v ramci infrastruktury



Vyzvy spojené se sprdavou certifikatu

1) Zkracovani platnosti vefejnych TLS certifikatd

e 0Od15. 3.2026 se maximalni délka platnosti vefejnych TLS certifikatd zkracuje na 200 dni (vs. 398
dfive), dalsi redukce v roce 2027 na 100 dni a cilové do 47 dni do roku 2029.

2) Doporuéeni zkracovat platnost i internich certifikatu

e Minimalizace dopadu kompromitace klice
e Soulad s principy Zero Trust - identita musi byt pravidelné obnovovana
e Cloud-native a moderni architektury (Kontejnery, Kubernetes atp. pocitaji s certifikaty s platnosti v

fadu hodin az dn()

Kratkd platnost vyrazné snizuje Casové okno, po které Ize zneuzit odcizeny certifikat nebo privatni klic.

3) Nutnost automatizace Zivotniho cyklu certifikatd

e S kratSimi Zivotnostmi ruéni sprava je neudrzitelna.
e Automatizace vystaveni — instalace — obnova — audit se stavd zakladnim pozadavkem, nikoli

volitelnou vyhodou.



Rizika spojena s expiracemi certifikatu

Provozni rizika (nejkritiétéjsi
Nedostupnost sluzeb

e TLS handshake selze — sluzba se vibec nespusti

e Typicky weby, API, integraéni rozhrani, load balancery (napf. F5), reverse proxy

Selhani automatizovanych procesu

e CRON joby, integrace, middleware, message brokery prestanou komunikovat

o Casto bez okamiité viditelné chyby (tiché selhani)

Vypadky v fetézu sluzeb

e Jediny expirovany certifikt muze ,shodit” cely aplika¢ni stack



Rizika spojena s expiracemi certifikatu

Bezpecnostni rizika

Nucené obchazeni bezpecnosti

e Administratori pod tlakem:
o vypinaji TLS validaci
Ruéni generovani certifikatu:
e slabé klice
e 3patné CN/SAN

e nezndmy puvod privatniho klice



Co muze pomoci?
Implementace CLM systému.

CLM systém (Certificate Lifecycle Management) je centralni
platforma pro fizeni Zivotniho cyklu digitalnich certifikatu a
technologickych identit napfi¢ celym IT prostfedim organizace.

Kompletni zivotni cyklus certifikatu

e 7Adost (automatickd i manudlni) Kutomntizacea iitsgrace

e schvdleni [ RA procesy

e vyddni certifikatu o ifet;’ﬁglgsACME L

e instalace a distribuce i internimi 1 vefejnymi CA

e obnova (renewal) o cloudem. Kubernetes, DevOps pipeline
o

revokace a expirace o sitovymi prvky (LB, FW, API GW)



MONET+ Certificate Lifecycle Management

Vstupni rozhrani

Notifikace

Grafické uzivatelské rozhrani

Registraéni autority
® Administravion Vydadni certifikéatu
—> LA

Admin [ Uzivatel cizLllinlss

Privatni
Audity certifikacni
autorita
Notifikace
Rozhrani pro automatizovanou
spravu pomoci protokoll CLM Back-End
O Obnova certifikatu
(o0 ) N~
EST sluzby AR
Cloud, IoT, ACME Veiejnd
Network, autorita
Servers SCEP
Proprietary protocol
CLM API rozhrani Odvolani certifikatu e
D — 0N
@ Discovery G o
Admin [ Uzivatel —p Revocation HSM
Cloud, loT, Reporty

Network, Enrollment
Servers




Vydani certifikatu

Sprava uzivatelt a
roli

Filtrovani
certifikatu

CLM Aplikace

Primarni procesy

Obnova certifikatu

Podpurné procesy a funkce

Discovery

Audit certifikatu

Validace zadosti o

Prehledy a reporty certifikat

Odvolani certifikatu

Notifikace

Autorizace zadosti
o certifikat



Visibility & Discovery

2

4
&

B 9o &

Tenants

Security

RA

SCEP

Manual enrollment

CLM certificates

PKI certificates

Certificate Discovery

Truststore

Audits

Notification

11/16/2025 12:16:07 PM

Valid certificates by type

W ACME m EST m SCEP m ManualEnroliment

Discovery

11/16/2025 12:16:07 PM

Expiring certificates in days

11/16/2025 12:16:07 PM

Valid certificates by CA

Count Name
945 CEZ DISTRIBUCE SEC USER CA
564 Certificate Authority Lauriane
361 Certificate Authority 01 for-CYPRESS
132 Default certificate authority

105 Discovery certification authority

Valid certificates by profile

Name

ACME - testovaci profil

CA Profile Lauriane

CA Profile 01 for-CYPRESS
Discovery certificate profile
CA Profile Hilton

Rilu Test

Profile 101106

Profil 100942

)

g Longuoge:LEnglish v

J
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isibility & Discovery

Language: | English

B cm |
Home [ Certificates

. Certificate filtering

oe
s Home

Tenants

Certificate authority name - Not selected -

@ Security Certificate profile - Not selected -

E—} RA Valid from dd.mm.rrrr 0 ] To [dd.mm.rrrr

i:’s\/ ACME Valid to 23.06.2025 B ‘ To [dd.mm.rrrr

\

Serial number Serial number

zg,;/ EST
z:\é SCEP

Certificate name Certificate name

Subject Subject

& Manual enroliment
DNS names DNS names

@ CLM certificates IP address IP address

& Certificates Issuer Issuer

Source - Not selected -

@ Private keys
Exclude expired certificates

® Revocation .
Exclude revoked certificates @

& PKI certificates

CJ%) Certificate Discovery

@_, Truststore

Certificates

ProlD




Visibility & Discovery

£ cm

ne
B Home

@ Security
> ra

z:;\/ ACME

& Manual enrollment

@ Certificates
@ Private keys
® Revocation

@E Audits

Q Notification

Certificate authority name

CANEW

Serial number
Revoked
Valid from
Valid to
Subject
Simple name
Thumbprint
Issuer

Source

Private key

Extensions

UPN name
Email name
DNS names
IP address
URL name

Template

Subject key ID
Auth key ID

Y, Download certificate

3F00001B1239285A51429C59D3000000001B12
No

6/20/2025 9:47:20 AM

6/20/2026 9:47:20 AM

X Revoke certificate

CN=clm.mvcr.loc

clm.mvcr.loc
DIADES004115658B89279FB499D0B5288319AEB3
CN=CANEW, DC=mvcr, DC=loc

ACME

No

clm.mvecr.loc, cacluster2.mvcr.loc, est.mvcr.loc, Isi.mvcr.loc

1.3.6.1.4.1.311.21.8.14192724.4682562.14827945.714657.14454345.186.6783213.92878
98

BIAT112363A117DC2E88714D252115E7AAI7A3AF
05 79 5E 88 DB 36 F3 27 5A OE 60 13 A6 96 DB EE B3 94 C127

E Longuoge:[English v} @




Discovery Across Environment

g Language: | English v Q
-

£ cm

. Certificate Discovery Dashboard

Security

RA 7/3/2025 8:51:33 AM | 7/3/2025 8:51:33 AM 7/2/2025 11:37:50 AM
ACME All discovered certificates Expiring certificates in days Number of devices by platform
EST
SCEP
& Manual enroliment
CLM certificates -
@ PKI certificates
&% Certificate Discovery M0-30 m30-60 1 60-90

QB Dashboard
Devices
History
Agent Configuration
o Truststore
Audits

Notification

ProlD




Discovery Across Environment

E Longuuge:|£nglish ¥ @
=

Home [ Devices

Devices

Device filtering

&% Sscep

& Manual enroliment

CLM certificates

& PKI certificates

(o]
QD Dashboard

Devices

History

Agent Configuration

Truststore

Audits

Notification

Name
Platform

IP address
MAC address
Added since

Added

Devices

Discovered

6/20/2025 4:40:35 PM
6/20/2025 6:11:02 PM
6/20/2025 7:24:26 PM
6/23/2025 7:11:30 PM
6/23/2025 8:16:49 PM
6/24/2025 7:56:39 PM
6/25/2025 1:12:32 PM
6/26/2025 3:48:00 PM
6/30/2025 1:05:17 PM

7/1/2025 1:34:55 PM

Synchronized

6/20/2025 4:40:34 PM
8/20/2025 6:11:02 PM
7/3/2025 11:37:55 AM
6/30/2025 1:52:11 PM
6/23/2025 8:16:48 PM
6/24/2025 7:56:38 PM
6/25/2025 1:12:32 PM
7/2/2025 1:14:54 AM
8/30/2025 1:05:17 PM

7/1/2025 1:34:55 PM

Machine name

Name

L— Not selected -

P address

MAC

p

dd.mm.rrrr

p

dd.mm.rrrr

\

S01.SEC.CEZD.CORP

Platform

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Linux

Linux

MacOS

IP address

172.27.184.202

172.27.184.129,169.254.2.28

172.30.81.8,172.27.184.206

172.27184.98,172.28.2.98

172.27.184.80

172.27.184.72

172.27.184.22

192168.2.114,192.168.16.1,192.168.32.1172.31.150.243

192168.2.114,192.168.16.1,192.168.32.1,172.31.150.13

1921168.2.120,172.31.150.220

Certificates (all [ expiring [ expired)
26/1/2
o/o/o
o/ofo
14/2/7
o/o/o
o/o/o
o/ofo
33/0/6
o/o/o

1/o/o




Discovery Across Environment

/5 SCEP

@ Manual enroliment

CLM certificates

& PKI certificates

& Certificate Discovery

oe
a0 Dashboard

erD Devices

A 5
S History

P;s; Agent Configuration

Truststore
Audits

Notification

ProlD

Device

Machine name
FQDN

Platform

IP address
Created
Domain

Type
Manufacturer
Model
Architecture
Version

Role

Virtua
Hypervisor host
MAC address

uiD

Serial number

SECHP-CA-CMSO01
SECHP-CA-CMSO01.SEC.CEZD.CORP
Windows

172.27.184.202

6/20/2025 4:40:34 PM

SEC.CEZD.CORP

VirtualMachine

vmware, inc.

vmware7,]

X64

Microsoft Windows Server 2022 Standard
Server

True

False

0050569288IE
cabeOcd7-5cba-4274-bdf7-d799db708065

Subject
CN=acme-dev.sec.cezd.corp
SERIALNUMBER=IC-27112489, OID.2.5.4.97=VATCZ-27112 ...

CN=TBO CertRegApi Login, C=CZ

CN="CN=DTSXD-DPU-20230926-1.dts.cezd.corp’, SERIAL ...

CN=Monet Renewal Test CA, O=Monet, C=CZ

CN="CN=DTSXD-DPU-20230926-1.dts.cezd.corp’, SERIAL ...

CN=CEZ DISTRIBUCE SEC USER CA, O=CEZ Distribuce a. ..

CN=CEZ Root CA2, O="CEZ, as.", C=CZ
CN=clm-auto.sec.cezd.corp

CN=Acme CSR Signature

Show less...

Issuer

CN=CEZ DISTRIBUCE SEC USER CA, O=CEZ Distribuce a. ..

CN=TEST - ACAelD - Qualified Issuing Certificate ( ...

CN=KB Interni CA Osobni, O=Komercni banka as, C= ..

CN=CEZ DISTRIBUCE SEC USER CA, O=CEZ Distribuce a. ..

CN=KB Root 3 CA, O="Komercni banka, a:s.”, OID.25 ...

CN=CEZ DISTRIBUCE SEC USER CA, O=CEZ Distribuce a. ..

CN=CEZ Root CA2, O="CEZ, a.s.”,C=CZ

CN=CEZ Root CA2, O="CEZ, as.", C=CZ

CN=CEZ DISTRIBUCE SEC USER CA, O=CEZ Distribuce a. ..

CN=CEZ DISTRIBUCE SEC USER CA. O=CEZ Distribuce a. ..

DNS names

acme-dev.sec.cezd.corp, acmeclient.sec.cezd.corp, ...

clm-auto.sec.cezd.corp

g Language: | English 'J @
-

IP address Valid from

6/28/2025 10:37:31 AM
4/1/2025 7:49:21 AM
8/11/2023 1:04:27 PM
6/23/2025 1:52:11 PM
1/2/2025 10:04:28 AM
6/13/2025 3:29:22 PM
3/24/2022 2:03:21 PM
7/10/2019 9:42:48 AM
6/4/2025 5:28:34 PM

10/31/2023 12:38:29 PM

Valid to

6/28/2026 1C
41/2026 7:4¢
8/10/2025 1:0
6/23/2027 21
1/20/2025 10:
6/13/2027 3:2
3/24/2032 2:
7/10/2039 9
6/4/2027 52

10/30/2025 1:




Discovery Across Environment

) cm

[Z Tenants

@ Security

> ra

£/ ACME

&% EST

&/ SCEP

§4 Manual enroliment

CLM certificates

& PKI certificates

[sm]
QD Dashboard

15% Devices

|§1\\ History
P@ Agent Configuration
r_@e Truststore

\%E Audits

Q Notification

ProlD

Home [ Devices

Certificate Discovery History

History filtering

Device
Operatic
Added since

Added to

Date

7/1/2025 3:35:26 PM
7/1/2025 3:35:25 PM
7/1/2025 3:35:24 PM
7/1/2025 3:35:23 PM
7/1/2025 3:35:23 PM
7/1/2025 3:35:22 PM
7/1/2025 3:35:21 PM
7/1/2025 3:35:21 PM
7/1/2025 3:35:21 PM
7/1/2025 3:35:21 PM
7/1/2025 3:35:20 PM
7/1/2025 3:35:20 PM
7/1/2025 3:35:20 PM
7/1/2025 3:35:20 PM

7/1/2025 3:35:19 PM

Operation

Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device
Certificate linked to device

Certificate linked to device

E Language: tEninsh v

v

‘ Certificate linked to device

de.mm.rrrr

r

dd.mm.rrrr

Device

Certificate




Full Lifecycle Automation

Support of standardized protocols:

o ACME (Automated Certificate Management
Environment, RFC 8555
o SCEP (Simple Certificate Enrollment
Protocol, RFC 8894
o EST (Enrollment over Secure Transport, RFC 7030
e CLM jako ACME [ SCEP [ EST Server, resp. online
registracni autorita
o slouZi jako prostfednik mezi klienty ACME [ SCEP
| EST a certifika&nimi autoritami
e mMoznost napojeni ne interni i vefejnou CA

—(J

Devices

| N

Servers

o

Network

SCEP

ACME

EST

REST

CLM

Interni
CA

Verejna
CA




Protokoly pro automatizovanou
spravu certifikatu - struéné

O ACME (Automated Certificate Management Environment)

B Protokol pro pIné automatizované vydavani a obnovu certifikata bez lidského
zasahu.

Typicky pouzivany pro TLS certifikaty servert, APl a cloudové sluzby.
O SCEP (Simple Certificate Enroliment Protocol)

B Starsi protokol pro automatizované vydavani certifikata zafizeni.
Casto pouzivany pro MDM, Wi-Fi, VPN, sifova a mobilni zafizeni.

O EST (Enroliment over Secure Transport)
B Moderngjsi nastupce SCEP pro bezpeéné vydavani certifikatu pres TLS.

B SilngjSi bezpecCnost, lepsi ovéreni identity nez SCEP



MONET+ EST / SCEP [ ACME

o desitky tisic aktivnich prvkd spravovanych CLM MONET+

o napr. kritickd infrastruktura statu
o vefejné i statni subjekty

4

g e L1 AT ——
O O m
of [T |© T ]-
Zdravotnictvi Pojistovny

Elektricka sit

Doprava

Viladni budovy Banky




Manudlni vydani certifikatu

Generovani kliéu v CLM

o ndasledné stazeni certifikdtu a klice
m PFX, PEM, JKS

Importem vytvorené zadosti o certifikat

e 7e souboru
e textem CSR (base64 [ PEM)

Interni CA i vefejna CA (ACME CA)

Certificate name

Algorithm

Common Name
Organizace

eme

DNS

Note

Available subject names

[ Test certifikat

[ ECDSA_P521

Subject name

[Server Monet

[Monetplus '[ﬁ
‘ 7 1]
Subject alternative name

[monetplus.cz J 'ﬂ-ﬂ

Additional information

Available subject alternative names



F5 management

e Automatizovana sprava certifikatu F5
e Zavedeni [ pfehled F5 prvk{
e Prvotni vydani certifikatu

e Automatizovand obnova certifikatu

r... )

CERTIFICATE
LIFECYCLE
\MANAGEMENTJ




CLM protokol pro automatizaci vydavani certifikatu

e Vyuziti discovery agentu pro vydavani certifikatu

e CLM discovery agenti mohou slouzit jako agenti pro vydavani

certifikatu

e Vlastni automatizacni protokol

Discovery
Agent

&

CLM Portal

Discovery
Server

Discovery
Agent

Discovery
Agent

Windows

Linux

MacOS



Security & Compliance v MONET+ CLM

CLM systém vynucuje bezpecnostni a compliance pravidla v celém zivotnim cyklu certifikatu:

e Validace zadosti o certifikat
Kontrola obsahu CSR [ pozadavku (Subject, SAN, typ certifikatu, G&el pouZiti)

e Kryptograficka politika
o povolené algoritmy (RSA, ECC)
o minimailni délky kli¢u
o zdkaz slabé nebo nevyhovuijici kryptografie

e Policy enforcement
Vydani certifikatu je mozné pouze pri splnéni definovanych bezpecnostnich pravidel

e Prevence chyb arizik
Zamezeni vyddani nekompatibilnich, slabych nebo neautorizovanych certifikatu

e Auditovatelnost
VSechny kontroly a rozhodnuti jsou logovany pro audit a compliance Ucely



Notifikace

E Language: ‘ English v |

Home [ Email history

* Filtering emails

R

3K

Date from (dd.mm.rrrr (m] } To (dd.mm.rrrr

SCEP Event type [— Not selected -

PR

Manual enroliment Notification profile [— Not selected -

B Error Error
CLM certificates

Recipient Recipient

PKI certificates

£

State ( - Not selected -

g°

Certificate Discovery

=)

Truststore

!

E Audits

=30

Email history

Eé Notification tasks

Date Recipients Notification profile Event type

[]D[] Templates
13.06.2025 16:38:52 bockino.t@gmail.com, bocek.tomas7@gmail.com PROFILE - Davonte Certificate expired

| g

@ Notification profiles 13.06.2025 15:57:52

-

bockino.t@gmail.com, bocek.tomas7@gmail.com PROFILE - Davonte Certificate expired

13.06.2025 13:40:52 bockino.t@gmail.com PROFILE - Davonte Certificate expired

w

= Notification queue

[

13.06.2025 13:30:62 bockino.t@gmail.com, bocek.tomas7@gmail.com PROFILE - Davonte Certificate expired

Su Email history
13.06.2025 13:13:52 bockino.t@gmail.com, bocek.tomas7@gmail.com PROFILE - Davonte Certificate expired

| g

Ry SMTP configuration 13.06.2025 13:07:52

=

bockino.t@gmail.com, bocek.tomas7@gmail.com PROFILE - Davonte Certificate expired

ProlD

13.06.2025 13:06:52

13.06.2025 13:03:52

13.06.2025 13:00:52

bockino.t@gmail.com, bocek.tomas7@gmail.com
bockinot@gmail.com, bocek.tomas7@gmail.com

bockino.t@gmail.com, bocek.tomas7@gmail.com

PROFILE - Davonte

PROFILE - Davonte

PROFILE - Davonte

Certificate expired
Certificate expired

Certificate expired

r w




Notifikace

ACME Server Notification
Date and time of notification: 26.06.2025 23:56

Dear administrator,
A certificate has just been issued using the ACME protocol with the internal
ACME server.

Details of the issued certificate(s):

Issuer CN=CANEW, DC=mvcr, DC=loc

Issued for domain(s) clm.mvcr.loc, cacluster2.mvcr.loc, estmvcr.loc, Isi.mvcr.loc
Validity (from-to) 26.06.2025 23:45 - 26.06.2026 23:45

Serial number 3F00001B236B9EFSD5D46E7DABOO0000001B23

Thumbprint 940BIA732E6532B7184775A8A447AE696A99B39C

This message was generated automatically, please do not reply.
© PKI Infrastructure Services 26.06.2025 23:56.

Cancel



Audit

E Language: | English v

£ cm .
Home [ Event filtering
: Event filtering

e
an Home

Tenants Code

@ Security [ - Not selected -

User

RA

I@

Application Application

R

Entry type ‘ - Not selected -

iR

Date from dd.mm.rrrr 0 ] To [dd.mm.rrrr

SeEr Module - Not selected -

PR

Manual enroliment Module type - Not selected -

CLM certificates Entity - Not selected -

Operation Not selected -

PKI certificates

£

Metadata type (- Not selected -

Certificate Discovery
Metadata value Metadata value

B ge

Truststore

Correlation ID Correlation ID




Audit

Event detail

Code 1713

Name ACME_RUN_Order_Finalize
Date 21.06.2025 10:00:06

User clm_server

Application Audit.Shared.OrderController

Entry type Information

Correlation ID dfefd279-4680-4de3-863a-edd46bbf5474 (B
Expanding data

AcmeOrderCode jsLGaLJdwOmFWOQqiDITFug
AcmeAccountCode 80-L3eCR-0CDBo6v-z_BUuA

CsrSubject CN=acme-dev.sec.cezd.corp
SubjectKeyldentifier ~8B16B63858E2AADIAFA3FEEAOFB650A0I85D884E

e "’l}-‘/“ ‘.."-

TR
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