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App and API security SDK
for FinTechs 

● Ensure OWASP compliance 
● Anti- fraud, reverse engineering and App cloning 
● Anti- App impersonation for API

Evidence of App Safety





Trusted by



Recognized by



SDKs to WIN TIME

● Prepare to Pentesting 

● Mitigate mobile cyber fraud 

● Comply with Regulations and OWASP



“It is easy to 
complicate 

and 

hard to simplify 



Talsec is good in not-doing things 



First and only freemium RASP  SDK



OWASP TOP10   “Hot” attacks
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Easy to use SDKs 

RASP App protection & Monitoring 
Comply with OWASP and Regulations 
Data Analytics, Audit & Visualization 

Zero trust for Mobile solution. Simple App integrity and device authorization  
Anti-botnet, anti- API  abuse

AppiCrypt® for API protection

App Hardening Suite
Dynamic TlS pinning 
App Data Encryption (Strings Enc, Assets Data Protection, E2EE)



𝞃.RASP: Runtime App Self Protection



𝞃.RASP - Runtime App Self Protection and Monitoring
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Back-end

App

Runtime App Self 
Protection SDK

Data Portal,
Insights,

Monitoring
Threat 
signals

RASP protection
Resilience towards reverse eng.
Detect Rooting / JB, hooking,...
Anti-cloning & anti-repackaging
Anti-overlay and more…
App can handle incidents

Handling of 
incident reactions





- Online App security state evidence 
- API can refuse calls w/o cryptogram 
- Harder to fake by Reverse Eng.
- Simpler to use than Attestation

AppiCrypt®  proof of App integrity for back-ends

\\\\\\\\\\\\\\

Back-end

App

API call

AppiCrypt &
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threat flags) 

Check Device 
Identity and 
Threat Flags 

App Integrity 
cryptogram

Easy to implement 

𝞃.AppiCrypt®
- Cryptogram include Device identity, 
security state, transaction context
- Asymmetric crypto based 
- Solves SafetyNet limitations

App logic

Script example

to 

decrypt 

Application 
logic 

(or API gateway)



API protection challenge

*Salt Security Report (Q3 2021)



AppiCrypt® proof of App integrity for back-ends

Back-end

Legit API calls

Check App 
Integrity and 
threat flags 

App Integrity 
cryptogram

Botnets
Scripts

Manual API-
abuse

Session hijacking

DDoS attacks 

Legitimate apps 
protected with 

Talsec

App clones
Tampered apps

Alt-stores

Malwares
Rooted devices

Overlay
Screen Readers

Emulators
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Talsec Hardening SDK

● Dynamic TLS Pinning

● App Data Encryption 

○ App Strings encryption (e.g. API keys, endpoints )

○ Local data encryption (e.g. shared preferences, App assets )

○ Application layer E2E encryption (light)



App Safety Subscription

Penetration testing of your App 
Automated  penetration testing with tool like Kryptowire 
Ethical Hacking exercise with Talsec playbook and OWASP 

App protection by RASP & Monitoring 
Comply with OWASP and Regulations 
Data Analytics, Audit & Visualization 

Zero trust for Mobile solution. Simple App integrity and device authorization  
Anti-botnet, anti- API  abuse

API protection by AppiCrypt®  

App Hardening Suite
Dynamic TlS pinning 
App Data Encryption (Strings Enc, Assets Data Protection, E2EE)



Contact Details 

http://talsec.app
Thank you!



Enrollment 

time attack

Apps are vulnerable by design to Reverse Engineering

Reverse 

Engineering

Fishing

Malware

activity

MiTM

Tampering

& republish.

API abuse

Large 

Scale 

Attack

in-App 
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Android OS security Controls
Vulnerabilities detected in FinTech App by RASP SDK

20%

Screen Lock is not activated

38%

Biometrics is not activated



Android OS security Controls
Vulnerabilities detected in FinTech App by RASP SDK

No HW backed keystore 

Google Mobile services disabled

Google Play Verify Apps disabled

App is side loaded or Alt Store

Rooted device

App is running in Emulator

Hooking framework detected

1.5%

1.4%

1.1%

1 %

0.3%

0.02%

0.02%



App Security  visualization Widget
(CybeTribe App)

https://apps.apple.com/sk/app/cybetribe/id1584138816?l=en


Protection and Monitoring for
Android POS and Kiosk

Your Back-end

Application 
logic

Android POS / Kiosk

Your App

Talsec SDK

OEM Apps System 

3rd party Apps
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Whitelisted Apps

Whitelisted end-points
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